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ESET Smart Security 5.1
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d L s sI” sisqs” ] x ¥ L ' DX ] ] ] X s XKLLy S, X XS = x L ] s
T4 41071 sUSeccurrent Settings-_ -~ X T1X x4 xS xitox s |
R I A s
Installation mode
Installation mode selecton ‘

1f you wish o renstall the program preserving the Qurrent settings, leave this check box

To reinstall the program and adiust the settings, uncheck the check box, and select one
of the nstallation modes.

¥ Use aurrent settngs
Instalation mode

1 Typcal (recommended best settngs)
1 Cugton (slows for more detaled configuration)

Please choose whether to install ESET Smart Seaurity with Typical settings (provides the
best balance of security and speed) or select Custom for additional configur. opbons.

Instalaton mode
© Typical (recommended best settngs)
1) Cugtom (sllows for more detaded configuration)
(<o | [_Met> ] [ Concd ]
(Typical) * 411" 12.4"
b1 ZN s XX, L LX {1« s s , X (. s 'x.|x><,‘~>
,Iyxv Z1v1,,l",__-HVLxsh"“vZZsJ,,xj‘ 1Ax\-|><x S L va
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Warning System
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Enable detection of potentially unwanted apblications. 1A

Detection of potentially unwanted applications ¥ “}
\ -

Potentially unwanted applications are programs that usually require the user's consent before
installation. They might not pose any security risk, however, they can affect your computer's
performance, speed and reliability as well as change its behavior.

Please select one of the options
i ially unwanted applications |

Disable detection of potentially unwanted applications
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(Install) . « = s 14, X« L X Tioe 198>y 4
4 ESET Smart Security Setup
Ready to Install ""“ )
The Setup Wizard is ready to begin installation \‘ -
Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.
[ <Back | | st | [ cancel |
(oot oYy v e Sx A oA A1 e oL L
Activate using a Username and Password - 41 4 « x> X, 71X X s  {
KT N COTXX L T L Tx 4TS Ly
s x Dx L s X I x oox ]y 1 ” Activate.Triat Licensé& | s
L Xy ox T
bx xPurchade Licénsex - {1 4 . x> 1% s¢C ] x ], s
s 7 _] X . S L S

N

X

X

x| X ] _ T pdtivateLater: = 4 1 d

Product Activation
Product Activation Type

Important! Choose an option below to activate your ESET security product. Your product
must be activated to ensure maximum protection.
@ Activate using a Usemame and Password
Select this option if you received license email with your Usemame and
Password.
) Activate Trial License
Select this option if you would like to try and evaluate this product.

] oo [

S - "
X . x
-|,,>~s
X
o4
C.lx
o1 1.s
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o va“iv X, 1y s Zx”~|_ P S _ |_4Vx”v Fdo
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X1 X st pxis Lo Tl is X oLt T IS L AT Tx X
C:\Program Files/ESET/ESET Smart Security ~ 1s ! 1 _s . {.>* -«
(oo X)y +r¥sd_s <« BrowSe v x 71 o, 1.
1) ESET Smart Security Setup
Select Installation Folder N
This is the folder where ESET Smart Security will be \
installed.
To installin this folder, dick Next. To install to a different folder, enter it below or dick
Browse,
Folder;
IC:‘Program Files\ESET\ESET Smart Security', Browse...
[ <Bak | [ net> | [ concel |
17174« xgEHhas x 1 ys N T I T N T R
1) ESET Smart Security Setup
Internet Connection v
Configure your Internet connection \ E
Select options corresponding to your type of Internet connection. If you are unsure, select
the settings used by Internet Explorer,
Proxy server
A 1 am unsure if my Internet connection uses a proxy server. Use the same settings
= as Internet Explorer. (Recommended)
(7)1 do not use a proxy server
[ <Bak | [ Metz> | [ cancdl |
e S e A T A A T, XX b yis, X v e x4 T
= - - X .
i1 - X o X . 1% q « X, B *
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I am unsure if my Internet connection uses a proxy server option. Use the
same settings as Internet Explorer (Recommended)

Next A
1 do*not use a proxy server P I BN S e ... oL
Next
x «lusexaproxyserver v . X<~ 1o v 1o A4, ~X. T
A s
.Address s ! _* . s [ _ 117 ., 17IRs sk X K xI. sx
128y 4, «x. 0s o s~ APRot sL » s |
L X Lo~ X {1+« s . 1 . X s F Coe “
. s
Proxy server ’-“
Enter proxy server parameters ‘ E
Proxy server settings:
Address: Port:
| [3128
Username: Password:
Use Internet Explorer settings
Address: Port:
<Back | [ Mext> | [ Cancel |
X 7L Dx o, 1y ss TN PO s IR~ I I I (O S G | S = X
.Change

<.
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1) ESET Smart Security Setup
Automatic update ’ o % )

Configure automatic update settings \ E

The installation Wizard will now schedule tasks that will ensure automatic program
updates. You can talor the update tasks to your needs using Scheduler at any time.

Type of update

Program components: Offer

<Back | [ Mext> | [ cancel |

Never update program ¢ , * «~ 11 0 X ¢ X7 ] 24 v 87 ]x s
.components

L, X< 1o s”lxis A4xXq4 1., T« T ix, ]
Ask before downloading program components

L. X< 1o A1 _ xdx« 7T oxoXx o pox X, 0s o 4],

Always update prograrﬁ components

P! ESET Smart Security Setup

Updates can be performed automatically without user intervention, or you
can choose to be notified before updating. After a program component
has been updated, a computer restart may be reguired.

Program component update

() Mever update program components

) Always update program components

@ Ask before downloading program components

Restart after program component upgrade
() Mever restart computer

@) Offer computer restart if necessary

() If necessary, restart computer without notifying

[ ox ][ concel |
o Xx o 4 e p HT 4dos xS X e x4 1, sos xsp b ]
(If necessary, restart computer without notifying) s ' xs {4, > 117~ * 1 s
Lo X [ S Cx o, by s s {ys B 11 %« L ZIAx.| s
Protect Configuration Settings + 1 4 « | X « oo x o x G s s x oqs ., 4]
s .41, T 49s . withapassword . -~ 1+
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Password protect settings L “ }

Enter password to protect settings ‘

Pratect configuration settings with a password

New passwofd' |........

Confirm new password: |""""

[ <tk | [ het> | [ cncd |

FAds S b dddexiou 4L ThreatiSense,nétd ¢ k% $ ¥ & x D, {1 Xx . X

},
11,1 7" Sp I'sx]aw © 8 %
. HSET Personal Firewall) 4 _4+«s _«s = x7 o 7 x7{ s Lo
U LIS S T I I D B T T B R
. v S . X cx o, by s X . S L LoXoxX o, . s s
ESET Personal firewall vﬂ}
Please select a filtering mode iE-
Automatic mode
Automatic mode with exceih'ons iuser—deﬁned rulesi
Policy-based mode
Learning mode
[ Bk | [ mext> | [ concal |
x 1A x i osrpxis oL s L Hstall) T8 ISR L xSyl Ss {7 x ]
41,07 s s ” . . s X
s I s L X . 3 x ]
T4 oL r 4" x4 x . {ESETSmartSecudity su _ T x L] Ima 2K
SO oy x b X s T [x] st sy e x x4 x ]
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DX es I X 4 L XxY 4 TxX s X sy § 1nx I X L

s . ¥s ZI~,,)xs i1 A L -|”)I-| =)x\x Z\¢A>ZX~A)|_ XIVJX :
s {1 s L s "o lsX

Use . S-4101r 414 &, 1 xa® 5x,ys x lxx,1lyss . ,x

ERRIN sCtirrent Setting
ESET . _ L X s 4 "s “ . . ¢ x : . DX o S

ESETA Remote~Administrator

. 1. x L2, 4 D es

11+ bv e AL KT X s © %X s Xl g xSk g x . 4ys
S I T e x x4 4.
s .4 1L X s ” | x s L q v o, 88 " xIps]ss 1] X XIpee© pidXx” x I X

x4 _4.s 4{1.  Productactivation i: 4 "s <4 UuoUpdate-s IT"LX | L L

St o L)L
~dx b DT xR Xs o ox s R 1 xLLs

~ ~ ~

S T L A T B S I I
oox L x oy x X" g Z){[{Zx\ L |
L N B N TR N S B | O L B

ESET o+ X« L% xgsd 4w 1

’ L X {4 .s drlbv) < <lafrleg) 44704 Ss  xo | D Cx L

A o

_-||_‘.W-|v“\)(-|| L XL

S I L 2% 5] SN

Lxymoox 1 s v ssq . L ESET Smart Seeurity -7 w0 s . T oL
SmartScan s _ 11 s <41,  Camputérscan .1~ .11 S« 1., s Do T
ESET SMART SECURITY 5

Computer scan

H
@ o Computer scan

e Computer scan
Q Smart scan @
@ Update Local disk scan
f'l Custom scan... @
# Setup Selection of scan profile and targets to scan
x Toals
/. Frequently used
N Run local disk scan

o Help and support Repeat last scan

Date and time of the last scan: 20.6. 2011 11:51:26
Last scan result: 0 infected files
Virus signature database used in last scan: 6222 (20110620)

12



(es[:}3

nlylaho p¥ p'éJk

cd 1 os o 030 4d L

x 4,4, *s ESHT Smart'Security « . 4" %« sS4« «

L LS s L 34 A

pex s bty s s wd b a0 10 4 TESET g X SHT_lexniss TTxx 1]

FOX U4 s 4 s A TS S YT e L% SLa XS L xS
.t

4 v s X XTI R Ls Ax .4 Ty

s Ixis o sy ss -KHome o, !4

X4 ox,bysx s 4, s ¥yX - «Computer‘Scan{ . * ~ .
b4 x.4xs 1 4171 Tx ]l _Update . ! { S

ce XS 1S LY P s L s T1Xos 1. . I xSetup L

_F1V,,xss Z,,$,”‘>«,,1“~L,,é A
X o sYx s L sty ss {4 X444 Xix<d]JNToaS v L L ] X
Syslnspector x| X {d H™xs ¢ Iis o sq4", % X { ] X XX 8 1%

ESET o . X" x.$., & . 4seXfvi 4o . -Help Andl Support” x _ L s
Sl L s IA i k. d ESERwd.d L b E i

ESET SMART SECURITY 5
Home
Home . .
@ Maximum protection
@ Computer scan
Computer « Maximum protection
. X
® Update Network Maximum protection
“" Weband email « Maximum protection
Parental control « Active
£ s
x Toals /. Frequently used
T hun Smart zcan

Statistics
e Help and support Parental control

Beta Customer Care support form

License valid until: 24.1.2013

s.7 ] x s Dx T fi XD T %« bome X Hixx

s s T4 xes 0L x 4, ¥ T4+ 7 Maxinfum Protectign s " | x I s
Ay 4, s

~ v ~

x 4 _ sESETsSmart Security. . - x «x "s Lox T x ] os Lo b ¥ L X,y

1 FY =] SRR B Tox L, X kD s) s
257 f . s L,x ot sPXYX s, 312 v 4 _ x|

R s ” | x I s R R VAR L xxl"xvi,xsveq,, $11sH i¢, x s ” | x s Lo FoA
. x4 x40 px bx ox Doxe by x D X
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1044 4 0 cx bx o x T XL s XSOy s 0RY s o0 1*
A bys o T x L7 0Setup e k] X ox s s 4D ox by s x
e —
ESET SMART SECURITY 5
Home

@ Home Maximum protection is not ensured
Q Computer scan

Computer ¥ Maximum protection
@ Update m Network @ Security notification

“=  Weband email ¥ Maximum protection

Parental control v Active
# Setup
x . ESET Personal firewall disabled

The Personal firewallis currently disabled. Your computer is not protected against
possible netwark attacks. We recommend that you switch the Personal firewall to
o Help and support filtering mode as soon as possible. Enable filtering mode.

. Frequently used
TE un smart scan
Statistics
Parental control
Beta Customer Care support form

License valid until: 24.1.2013

(esfl

T1*x s 7 4« D7 HXx s sy xLe x4, XA Xy
s O s o L « 4 X s Dxopox o DX

Real-time file system protection) - * _ x _ v Ll 8Ty s o X ox

(Disabled
(Web access protection Disabled) - * _x 1" . 1" 4+«sq o s"y¥Yss

(Parental control Disabled) = * _x ¢ 4~ x s . > | x| X
(Personal firewall Disabled) - * _x - _« i x s s T x ] X

(Product licenseis expired) + 14 7 xs _ 4.5 _ «x
T o s e s D o] Lox boxoo X < 17,97 4. s _{LvVYs .
XN X RN ox L [ = x

(Antivirus and antispyware protection disabled) - * _ x _ XLy x., 417+ sX
.Computer s c4 T X L L s 11%-« : I x s x s” | x s X
sll

~ v A

Start all Antivirus and Antispyware A, o xbx s Do X

>

Protection Modules

(Web access protection Disabled) = * _x 17 . 1" 4.<s | s7y¥s
L, sty ss o ST xR S P XX s oL T xx 9 {s { K
Enable Web . s . $ecurityNetification) s 11>« = Ixs s 47, 414
.access protection
(Parental control Disabled) - * _x _  + {4~ xs . <X
« P10 i(hactive) L T 4 T~ Ox 3 s px Xexs o0 T x4 e 9l

Enable parental ¢ ., s <« 1 1 i(lnactive) vl » p X~ - _ 44885 41 4%
.control option

(Personal firewall Disabled) - * _ X v ixo s s x ]

~ ~ ~ ~

s ” Yy s's s 7. "% 9L 4 s 8 qu”s'|-|v><‘ . I x s s Xs x I«

~ v A A ~

.Enable filtering mode . , s A\-LL] TR P

14
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(Your license will expiresoon > x ) ¥ % |~ x T x4 {.,s
1., + _ Rrotéction Status lconyd s T 1 X < s X o T x ¥fddxe o x]€] sqql 4>
x, | x X% S v 4 .«
Foxo ooy 4x>s-| s 11 % s X‘v =x“-|y1-|x\>x-| ==><><J-|I~A-|,_,,s x<,,“~x>3‘_~
(Product license is expired)r 4 4 - s~ x4 4.8
A dex sy T pixshpe Dox X se STV usy” XLy, x { xoG ]
A Tx A 4 s s L Dgs D7 x T DX v, X s s, ] x
HelpAnd) s 14 _+x s ¢ xg - FLx,o s T x X 54 X5
LA os Ly o 1 x« RKupports 4 X w0
CXUESET L. X I x s L3, 4 XX gy g TxoX 4«0 " o T A
S 4 Xs  Txo, T4 X Lx © x ] OX X
=xJIA 3 x2 1 ys
47 x 1 ¢ I x o Iy ” S « L s "y s o x X X 1 « L ] LS s 7]
.|_vs|_~ LxA>va s,,x~‘2|_ ZI'|x.|v X
FdoLx oA x D 4 DT AT (Update)d T X 1T Ll 4 ko84 14, Fs
red DT e 47 x4 7, o) s (Updatkitus signature database)

L X ¢ " 1 ESHET SmartSécuriy - "« s Jis X x 7 @xs oo o { sX

T e =1
ESET SMART SECURITY 5

Update

@ fome Virus signature database is up to date

Q Computer scan
s Update

s Update virus signature database @

Update is not necessary - the virus signature database is up to date.

Last successful update: 20.6. 2011 11:44:45
# Setup Virus signature database version: 6222 (20110620)
¢ Toos
# Product activation
o Help and support Product not activated. Product activation.
Installed version of ESET Smart Security: 50860
Available version of ESET Smart Security: Check

CRer

¢ Setup L 11 1 _ )AdvancediSetyp- s:_x _ I « - S .o x v Lx o, by

=11 :LXA

L0 T b (VI ERX, « « L, BnterlAdvariced Setup
11.+ 17  (Updatd Server) * .~ _ s Tx_ |1 1 o> 1 oo  ¢pdat&)« - ss

(Choose Automatically) = 4 1~ _x 141 x« 7% . 1¥

~

1o  SLAN-H~ oMy 1: » _ T,x 4V x Sxylox o x |1

(Setup) s~ ¥y s /X1, 1<y T ESET &mart Security) + 1 | x ~ 4 x = x 4 0]

a v ~

15
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'+ ESET Smart Security &M
Advanced setup
i m-E sl » | Selected profie:
£ Veb access protection [y profie 7] [ ofies.. |
/i Parental control
Accounts Update settings for selected profile
-5 Roles Update server:
Categories |Chnnse automatically - ‘ ‘ Edit... |
Exceptions
Username: Password:
B Update = -
) Update EAV-12345678 LLITIITTTT
3K Tooks (@) Regular update () Preelease update
Log files
Proxy server Advanced update setup:
- Quarantine
Cloud Clear update cache:
System updates = :
Disgnostics Do not display notification about successful update
(- User interface A
Graphics 3
Alerts and notfications
Hidden notification windows
Access setup
Cantext menu
Gaming mode -
(B J[ o ][ oo |

ESET Smart * XL X s 1 -

3.1 4 s
iy

Proxy - -

L 17 .17 4+« s

A ~

s Tl x X + Security! v s |
x L 1Tools» Proxy Server S F5x 1.7 4  «x. s ., o  x,lys
1, v, Ax.<.s .  YUseProxy-Serder-t 91Xy IhkdXx s Lox |
.(Port) s 4ys 4. o <x |(]PAdtress) d,4 s x¥ixxi.]
. _ + _ _ r _ Proxy Server Requires Authentication - 414 .  x <> . 1>*" ], X
A « X, s X 1X o« L X 1 x { X
L ESET Smart Secury - =
Advanced setup (esl
HTTP, HTTPS & | Proxy server
: URL address management Use proxy server
= Parental control _P[m(y server: Port:
~[= Accounts 14
B Rols 192.168.1.1 318
Catego.rwas Proxy server requires authentication
Exceptions Username: Password:
(& Update
Proxy server
1Bl Quarantine
Cloud
System updates
-] Diagnostics
- User interface L
- Graphics 3
Alerts and notifications
Hidden notification windows
Access setup
Context menu
Gaming mode -
[ B [ concel | [ pofou |
Detect Proxy Server 14« X d) X o, IS N0, 1>y L4 s .
STl x o 4Ly x Pl 7x s T ox ] s 44, X 0
x _1otos x Jpdate ss T x"L T L 1 X7 T x [ 1 s 44 X
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cx L,y s s 317151 %«
1740 0 :

oL Eoa XY TIX Y _||,x-|1-|><x”s-|'|~1x\s LoX . . .xxx~'|
LoX 4 x o0, {0 L % s 11 * « X oL, X DX X404 .
R s 7 ] x X Fd1x 7 X X L s " . X Y S  boxoxo
o .oX L ] X
Setup > Enter Advanced Setup > User Interface >>* .~ x 1% o {4 A4sl_] *{ -1y
Access Setup
.Set Password s i PasswordiProtect Settings « . X .~ «s 1.« T
(o eT omartotnyy - -2 [l
Advanced setup (esfl
HTTP, HTTPS »| Accesssetup
------ URL address management Protect setup parameters
[ Parental control Settings can be protected with a password in order to prevent them from unauthorized
Accounts modification by users.
= . Rdeéategar\es Settings are not password protected.
b Exceptions Password protect settings
=% Update —
§uuie
[ Tools s
:?ﬂa:awar Modification of certain settings may require administrator rights.
Bl Quaranting
Cloud Require full administrator rights for limited administrator accounts
System updates
Diagnostics [¥] show protection timeout dislog
[~ M8 User interface
Graphics =
Alerts and notifications
Hidden notification windows
Context menu
Gaming mode -
(] Cow ) (o)
s "] x s I x o X DX o, 1y s x { x " A Lol oL S 1 S .7 ¢ s X
(Trusted Zone) 1.x IP 1 x x 1 3:..6! ¥ s
Fdo L L oeads x4y s oo X g x ox X P s ks I L)
Allow « _ TrustedZone ¢ _ = x ., _  «~s o, Lys>x 047 x ]l 4 X
Setup > Network > Change The Protection* .~ 1 *” x ¢ s . | ¥ s Ghating” 1 _ | « X1
L. sT11>*«vs . 1ys >, 1+« Mddeae Of _Xourl - ComMputer
- .o x 1 s
q 1 X 4 x « = X « X s I .l D S IP 71X xxq si”,Jlxyliss =Ix"
I e R O T P BTl SRS T S NI SIS SE NI SN
.S 1 X« s 19* s X, 1y s Coe
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ESET Smart Security 5

o MNew network connection detected

Choose the protection mode of your computer in the network:

Subnet: 10.0.2.0 # 255.255.255.0
Dns extension: ha.eset.com
Dhcp address: 10.0.2.2

B Strict protection - Public network
r[l Your computer will not be visible to other computers
in the network (e.g. your shared folders or printers
will not be visible from other computers in the

network). An example of this connection type is a
public network.

#) Allow sharing - Home network
.-n Your computer will be visible to other computers in
— the network (e.g. your shared folders or printers will
be visible from other computers in the network). An

example of this connection type is home or office
network,

The selected mode can be changed later in the Setup section (5)
Advanced setup...

| Cancel I
N UV T BT I oS S I CX XS L B’ S O3 x | Xs
sy 4 « LSS UXXp P 4D L by oX e ovooab T s st x X, X Xixx? Y s 1
s I x % S =1L X RPC « ®¥x..x { xs, fyx 2737 0 %, kx (! X I X
ESET Smart Security + ., 1 x4 sl xx
* 1 s L s 11«5 : . - o4l B X e sX T X, Ly s X x| X,
AL S . S X

ESET SMART SECURITY 5

Setup
ol Home
L Setup
Q Computer scan
[ ] Computer
® Update =" Real-time file system protection + Enabled
HIPS + Enabled
Gaming mode Disabled
# Setup

@ Network
* Taels Personal firewall  Enabled

Web and email

o Help and support Web access protection + Enabled
Email client protection + Enabled
Antispam protection + Enabled

Parental control
Parental control + Enabled

Product activation...
Import and export settings...

Tk

Enter advanced setup...

X o XIsx 4 x . S L L1 ] 1 Lox A
Computer
Network

Web And Mail

Parental Control

E N X
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4. Xs s ™ | x Is 141 . : *

o1 rARAd ¥ 1. o %1 Real-time file System protection

47 x 1 ¢ Il x o D S =
”

. L F
Fs 47 0 1, x ox L oA, L 40 "Pecument’Proteétion. XY
11 x1x4! (Iﬁtdrﬁet‘Eprorer) 1>X N I U MU A R e S S B I
Jd,x X AC’IIVQXLF‘l'I”VL‘- Txy ] oos A4 y¥ys 7
Fd o v de el 4, 0, ke s HPSS YL KHIBS f, ss - 1.
o |_-| |YXVS
s s "1‘~VS+1LiGam|ngMode Koo e L1Gam|ngMode1'|L
*xos oo X o ] x  Poténtiat Sedurity Risk TSx1 1T Lox o, s s 7L X
S " 1 x o Rersonal Firewall) _~s - _x1 “« 10 x« (4 s

A Xs s T x s 4 X 4],

. Weh AndMail :x1+1 Xsey 0.l vus

Http 4 0 x < x 1 x ., X 1 XXX 'S 5 x 1+Web Aacdss Protdction 1
4" x 1 g I x o -« Https-*w S« q . . XX
X N -Email CHeht*Protestion s ~ « x I s 07
|map-XPOp3‘|LX“X1X" S
Lo XS0 x| T x oy ] { x . .

+ £ AntiSpam Protectiothh " ~ « X I« . X

B -IIVA:\,,L~'{\A>S|_ X |_1x|_ S-IS-I
FAT TS x g x4 X x4 T ex s px D Dx X
FLXs 4D x 47 Y X Tlxleos Ay x4 T XX
L, S~A41c AV A4 0, v A Lanwss SI4 DX
.F5 > Parental Control Integrate Into System
oAy s yssx e 4 st X
Temporary Disable Protection s " y s o * s ﬂEhabI%d) Tsxpp 1008 AT X441 X L T v
A 1XTS T X0 Tx 7y xRk oy Ty 01X
SLX L X, xCTx D lbg4 Tx 7y Timélntervaki*x {7, Sxs¢ |
Disabled + , _*xTvct _4 4714
l‘Iv S”1“:S FS,EXT)K‘X"§11X+S ‘|"X"YHVS:”L~S|. L X
* S Lo ~I‘| S L S
(Setup) - x ., P yss T x| T xqdf]0% §7 A7
11. , Axc4_ o ¢ x (4 x _ s!)PioductsActivation ~ux 4« * - s
Cxo by s X X oSy 4 0 e Yy xS 44 0 x4 1 N
xml XX oL s "] ©s S . X
s 7 | x s ] x

LT

Lov TIaxXqlqys poyX xFgXs s |
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.Computer-* _ 1 _ = x ., +«sSetup-s{ 1T7*x (1> " x< . 7 >* ] s

17 x 7 T Lo rH X DSt e X Ty e T o
.Disable = * _'s A x> L x T T

o1, s 11X s ooy X7 4 s TP X e s 4T x Ty
.Configure s I ys > . x 7>, =147 x_ s 47x7y” s 1 7. Lo
Ly T8 s . s 0 x EditBxelusions T f o~ ) XT XG0
~V2~Vs T 1, L x$.\C.q A A\xLX;‘L: XT 444" X

@E =0 =l =1
ESETSMART SECURITY 5
4 Setup» Computer
Home
@ Computer
e Computer scan
E Real-time file system protection (i) + Enabled
@ Update = @) Disable
Configure...

Edit exclusions...
# Setup

Parental control (i) + Enabled
x Tools Disable
Configure..,
o Help and support HPS @ + Enabled
Configure...
Gaming mode (i) Disabled
Enable

# @ Temporarily disable Antivirus and antispyware protection
Computer scan setup...

117 «s {7 x " yTempornarily DisablelAntivirus and Antispyware Protection

SX LY X, 417 ox X

S _¢%s 1 _ <« . Tempotary Disable Protectien™ *x + 1 1 : {414 41 _ x1x-«

woovr 0k L T4 Tx Ty s

Oon) 4”1 4s s.4, s 1 x,lyss Computer8can Setug ' 1 * s |
.(demand scan

X LY X 41T X ALK A x 417

e T UV N S A E R

v 1 . % . 1+ si Redl timeifite system protection- + {4 « X« I 1. o 1 _« T

S I T S I O A Y L PO S U N R O A RS R LI

Sl o8 L x T e X b X RO Y A

s 4ty x4 47 Txy o {7 x N Lot ®

L XS

20



CEer

nlylaho p¥ p'eJk

Foeooos X Dox D s 00X s x|« ThreatSefisg technology 1 *x ¢ 1Y 4« _ « e ¢
Todr o x L ox T g A e p AN x X, xS
P S X S 19

~ oA v ~

X

17 0% Xww A S s B 4 XX, XX I

—_
—

.« 5 .

Nxv-|~>< :,,Iyxhv.|Vxx‘.‘,,s-|x:sxy:sv”-|lls] = x || 1.5 7 4 L 'F§P<.|§~A|’_’.|
.Smart Optimization
Do X SR AL TxX 4 4T s s XX L I RS, A4 4
F5> Computer > Antivirusand. , X 1Tc. _4 +x I« s x,lys 7]
.+ X . 1y sS3pyware > Real-Time File System Protection
L ., _ThréatSense engine parametersetup ' 1. Setup ", X 1. c¢ _41 7~ 1.
.Smart Optimization s = « (1> 7 xQthet 1 _, st
“ L L S-I:X“-I”v o :A‘XVX SLA)SS :J,,Av :-|-||_A .
S . q - X S . S
STy ss I Xy 3489 SryE Tx vy Lyl T4 F{a xX
.Start Real-Time File System Protection Automatically * ~x {4 s 1 . xs {1 {
esmetseciy
Advanced setup (sl
-8 Computer o | Real-time file system protection
EIU Antivirus and antispyware ||| ThreatSense engine parameter setup:
Real-time file system protection e P
Advanced setup
Document protection Local drives File open Diskette access
On-demand computer scan = Removable media [VIFile creation [¥] computer shutdown
Startup scan = ) =iz 3
L5 Eaclsions [¥] Metwork drives [VIFile execution
Web access protection _ ) ! )
Removable media Start Real-time file system protection automatically
B. HIPS |
: Advanced setup
-]---'i Metwork
H- 1 Personal firewall
Learning mode
Connection view
-8 Web and email
-E1 Email dient protection
i Email dient integration
Antispam protection
Address books
Email dients
POR3, POP35 -
() (o) (]
L7 s 414, 1401 1
A I TN R Fdo x4 L x X T T

1. s x4 >*x 4 | -LbcalDfiviers .+ 1 141 _ «
.USB-x CD/DVD,+ 1 1 « 1-IRemioVable Media

.~ -1-Nétwotk Drivers
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T T T B L SR ER T R N0 S N S P R N S i

(Scan-On) _  x ~ 4+~ 1L 41%12 s« .

Cx L, ys siox” L XX w LL Xs 148 . Xl s 4L A X S « 4 . S Ll
, Lox ] X S s x Xy's . . = ¢ x s "y s L s 191 %«
xS R T s oA L _- @penFile) « s xiov 1 x .
JXX e oA T S s 4. L - HileCreatieny | X w0 1% 4 e
Pl s DX b X L s 4. L FiléBxecution)s , X x . L XS X .
TUx leoos 4y oo s o4, L - Oiskette Aecess)t + 1« 11 kg s
Pl 4

TUx sy Lx 1w s L x i« Qomputer Shutdown)* 11 % 4 xx*«{ I, |

Swd s Do LA Aad T e x0T iiexs, L PN T se A x4 e L0
U T I S I L LIRS S
* P S X [ N x|
Computer > Antivirus And Spyware > Real-Time System Protection > Advanced
Setup

Additional ThreatSense parameters for newly created and modified files
(x4 x.x - x4« 11 x ThreatSemse: ™)~ 1, -~ x>

s"JstF_4J.|,4:L|_.|‘X“x Cx ] o q L s\xx~sx S s X Xy "'l,,l
1'L:| Zvvxxvs s“-|,.,_ji<v>ikvq:[|,,Kv){"fvvx Zx~l‘|s .

Fd o A T {) *AdvancedHeuristies* _ x _ 4,4 U KIT A4 r 4 x4 X

U I R I S UL I S ERVE S BRI S AN S S B S A N VL S

FdTIO s, « 4 X 0 L e Y X X s o] L BT RS X s X
Fdl,x 10 P X« s 1 1) Runtime Rackerd (BEX) r s L . T I x s Do 0]
S-I\,x\ ;_Xk:Lx.‘Xq”leyL .~ 1L x sv.{]ls L. :.{,,.|~

.Default archive scan settings 41! 4 o, x ¢

~

S+ .5 4 X« A4 1 ThreatSehse K " _ |

T T T R U I B T B R T L B TS
(Adavanced Heuristics On File Execution) x ¢ s s { . X «'s

o L e A o s x Xy ox o X Sl s S 1~

L S L L T N I 2 T BN RERS I AT IS 28 B NP
Xoivd o4 40 w4, 0" sA4 4 "Exceptions .+« 1~
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x4 44, T x1.1. 4

1.x « 17 L T T S| Lo
T Reall Time File System Protection v L B 1 x o s
.Cleaning Level
A1 _x1x« 7 xoX x-NOGleaning +r 1 XY " s
X 4 x . S 2 N N
LoXY s XX T N I I L A S T BT
"y X x L1 xdxsd4ST )X, Txy”  _*x. -DefadltLevelx « G x <"y
T 2 T N T G VN A N T R B B R
L, e s T4 s v s T xS x 0 X x4 Ix s sx DX 4 X
« . X, sl ys | x X
P oLyt S Lo xnx X, ns o X Strick Gléaning™ x L 1S
Lx 41 s L y x v ox LS L SIChe, T X L 1K X X LLiX xsI
=x 4 ]. s L I x TESHL XIYXT p XX Tx o 3 RXsxfle | o | -
Fd XY U4l wxs o { . *Oefaultledei s 1 T _ %) §A Y9 XT x4 ]
N T U W N TS S S B IS * x Qtrict ededning) 1 1] _« XS F .
b1 15 q XS
Cleaning
Cleaning level:
Modeaning ~— [  Strict deaning
In this mode, the program will attempt to automatically dean or delete
infected files. If no action can be performed and a user is logged in, an
alert window with a list of available actions may be displayed. An alert
window will also be displayed if the action fails,
[ @ox ][ conel | [ oot |
. T _exX s7yss S 1D 1e1 L iBx T
11> x. L oL s s L X XT e {8 s
~e s v 1_ . s TR BT E RS WX T e o]
P I X, X 411" « Lo S oo w o X XX L T e X A
X
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Cx T AT L .- D X~ XS s ESET Smart Security - 7 < -0 . 1T
A T Ty s 4.4 Dx by sy L O X $s XXy .
Txoo s oo T x 10 s [Qefauly) Acs! 1xh 4. .
(Advanced Setup > Computer > Antivirus and antispyware > Real-time file system )
protection
Cooe TS x sy, .U E
s ¢ @jdér%cemJXiv OXX*‘izfv)i’:q),(.SSLYV B R ex 'v\ =
I YEICAR * » X4 A L4 x7 x A X es x| x4 4 {xs 4,
CXSAAX os Do e D D P X TG ] I T 3 LA e X s
http://www.eicar.org/download/eicar.com : s | . xs . =~ 4 ¢ %
:LA X . S v SXOToxo xS o4l oox D4 X s | 1 . S ,,=As¢>< s 7y s
I S i _s“v-|l>< 1~‘x“ Tl x s A"Vv-x x X
P> x s Lo T _ex gt egs9x1shqg X
,x2>|_ 11 x Zv\ =V:T>< s”ysxv~xv‘:|~s - N'|,,'s|_vF
S L k4
s 74 _ ¢ s o~ T o
1xx7 01 sy N7 ssoc 4 s 4 s A4 0 vyyx X
Setup s ~ I ¥ s
4 .+~ s s 7 Reaktimé fleisyistem protection 41 . L T x
|_'|'Zisx,,~>\ -|J1~,_I|_'|JV r,,~|'|><vss¢ZLA>s P Z,_A)xv s "
R R e VR THE I U R S G I e N T I P
'-A/o-HLRS):XVI . LoX Iy s
Computer > Antivirus and antispyware > Real-time file system protection in the
Advanced Setup tree
Tox X [ N . Lo s e s "y s Lo A i q 11
”Vx . 11 X 1 X «
x4 s“”vx S LY L ZV\
FAL X L e T eI ey Ss R N KT xD sy F L X "
AT 0 X I X kX D sY X s g O Y LS X4 x PSS
sced 1. Lo e
. 0, v~ T CX¥ Isphy s s Toas sxop sy {10 vy o
s ¢ x (7 | xStaft Real-time file system protection automatically 4 1 _ x 1 x « 7 x> 4
L. = x I x s X A4 Dosda e Txs 0 sp& L 4 D X T oDy x ¥
.ESET
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A 40181, 2
T I L e S e S I N L R R B B SR S AU O (RSP T S
LActiveX ¢ 117 v« T xyY | s Ap ¥Is(Intdrret’Explorer) x 11 xxv X7, xde X
d,x ox o
s 7y ss o], _Integrateintosystem option - x . _
L, L, 1lex tx b Dx BBy SO T x g T 23 1TxC x4 1
x ., | ¥y €Gompudter > Antivirus and antispyware > Document protection
DX [
.Setup >Computer-* s 7 | s | 4~ .5 Tx o Ts 40 x50 S04+
Microsoft L )

e 1 X AP wdX 4 p 4w s

. o A
. 4(v 1Microsoft Internet Explorer 5.0

~>

B UHIfos
x } L {Offise 2000

s 4. 1, L, 4%111.3<4.,
L. S~ d o0 AL A Aes ox x, 0 X x 7 o1 s {s s
L Ve T HE TN P AR I T IR Ik ) P R T § TR EHE S
A N S R P I A i I I N
X N = ¢ X 1 . D"y s .II.{ L X s x € oL L N o
= x = . = % N
R X X < i_ ¢ _— s { s S N Y:s, 4 1 ~ .
“ {11 L b X X , 4 X X 1 s s x € -l
ESETSMART SECURITY 5
Computer scan
@ Fome Computer scan
e Computer scan
Smart scan @
® Update Local disk scan
Custom scan... @
# setup Selection of scan profile and targets to scan
x Tools
/. Freguently used
o Help and support

Run local disk scan
Repeat last scan

FE compuersconset.

Date and time of the last scan:

20.6.201111:51:26
Last scan result: 0 infected files
Virus signature database used in last scan: 6222 (20110620)
e _ —— CE]ET
R s 4. 11 S « 4 .
1-1_~, L _ s-x. A4x"4 X | FEmartSaan S:_XI.11 ss <4 .. |~
R ”IYXV S“-I”v L1

S wqd. s
XT.CustomxSeame - § _ 1« _t _ « ~ X
S wd .

S o q .
. V. 2
- L FodoA 1
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S~d s {4y s x”  Hcdn Progress)sS i« 41X 1 < s s X<,
S e 13X 01T s 4 s s od ersdls A0 L X T s
Tools >Scheduler = _Spiq 0 ] TPx s Iq,x D% 1y x s q gy, S X ]

sed._ 9.4x1.3.1

s _ 11 s4.4L.,1.3.1.1

IS SN v LL |--|AXY" [ N D T :X”-ISVX x~-|v e
D R 1 . X o v LL S L ) S L S L« . -|~§V~Z ~\szs stva,,]A 1SSy X{ .,
1. X s v
Z_x,_x:ix,,-||'| cd e o xs o T x X . s "X P4 x . s P
S R I I T A BV TN A D I S S I I AU R

1 i+ Co_ov i4x 1 .81 43.. 1. 2

S q Vs Lo }.-I,,'IV”>S Toa AXX“L S . X, S I . Eo~ -||_\.v-|‘
e 41y s x| qs N TN I S A S TR N R L T
1.x .4 X Frd-1_ -~ s
St s pe b Ad X H_ . kAl pAs XA ASsS 401X, LS,
bd. 1. s Ixo o  xx x Xx
I x4 x . x « Computefgcan- * 1 _ “HkH~ S 4,y s X, X, x ] X
Cos 1., _s LS s " X Scahtargets - ¥« ., LSIX 4 R 1 "s 14~
L. x4 N e x b LRy s e ot xd48d_ Sexd 478
XXl s e X St Td AKX s TS X ] X
{x <47 © L L s“-|2,1xv)vax”,,~-|)x‘,“><-|”,,'|
Setup...>c¢ , s+ 4 11 413 dx: 4% ™ uw: Scanfwithout cleaning
.Cleaning
I BT U R (S T BN SN S, [V ORI I
_VX,,-|-|'|X’:LX"JX:X ~xv-|~><
s 1 s 4..x1..11.. 3. 2
A RS IR 0 I E I IS I N SR ST I L 2 R T T BN BRI
Fod X , 4 x '\.-|Z(xv-|‘+-|~2|_xx
. 5 X by x s 4 } 1 x Xy 1L » v

S 4.5 A XL X xi U d” X . 4 1By iPeOfilé Setting
.CD/DVD 4 "USB J.xx X { 1%  “x4 fl« HIT .84 T * Remdvable Media
dA s o A 4 X dsd W Pocal Difvasd ] . 4 1
Fod X p A8 T x st | . P Netivdrk Drives
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>

S <Al sy L X 1A
X 1. v A4 _Cs 4" iss  (Thrget< x i A4 _ . X
Scan targets
Local dives v
Lok J[ cod |
1. s sl x X, sx TIx o T Cdsx o, &4 . El kK s Lo~ X , qs
Sxdadis ot 4
STX X s L, lx gx s L, X X feddXx o px o, x
.No selection s ~ 41> ~0c 0 *+v_1 1" s<q4., s
Swdi. . #Lil,.%. 3.3
Coed s -H>: X =x>< $s 1 oL Cox T +A-[’ :Xx~>'|IVAsx v:s“ {i.x | Y S
|X-|v S,‘,"XH$)4:_J\,,XX“\:ik,|T] }_NL :XA-i « X X ~v-~
S TR L Ok AN IR TS | AAE % NS S NI S I RS SIS I
XXX, o Fdos A o rCARTEX s ks 1~
1,0 *_ 1T _ Ry ~ . b« SXxety s 17441 xu X o4
x 7 4+ 1 Profilkes s L. xQr-demand Computer Scan
o LA X . . X 04, S Dol oX O U B BN
L 1.1, -5 HAdw il RS 4 4 s s 0 X
ThreatSense

ST X X s A AS TS HY 4, LY X

cXx .41 s il st 1UND Seleation

ThreatSense engine parameters setup
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;‘_vyxl
Lo s iR tx Al s 1 1s s o, s X L, x IR
11 x 1«0t x4 s RuntimelPackers) sk 4 Sx T4 f H4S Lo ox L
(Strictcleaning) 17!  « 4 x <47 poténtiallysunsafe applications) -~ * x
L1, x. s Add _: +x sT ¢ s< Gonfiguratjoh Profiles + 40 1, x . T . X B
1+, 7s 11 SmartScad xs:__1 1 s «RArefileNamle* x4  x. ¢ sl > |
rd-1_~ s <+« + Copysettingfrom profife 4, x~  _  x., 1T ys o s

AT o R s ]

X « o 7 s S

Computer scan (esi
Scan progress
| 2% )
Target: C:\Program Files\Common Files\Windows Live\.cache\1c53c1311cc..\SearchEnhancementPackSetup.EXE (100%)
Number of threats: 0

Chhiberfil.sys - error opening

Chpagefile.sys - error opening

Scroll scan log

[ Shutdewn after scan

Pause ] l Stop ] ITobackgmund]
L i L L O N T T NN T S B B S i

S 4., U k@A - pagfilesys 4 0 1) AL s

. F 144 *x s F xslaqd .« 'ScanProgregs_ ! « - s s L
Pl x4 s 4T addXxes 0 fe¥AdS LT F LYY A A TR
S0

Io % X UXLHX XS b WY <Tdrget  +

Ve v

Swd s Jos X xo o " T p % x] H4 Number of threat ~ ¥ 1« _
« q . S “ .S ss~spgu§e

{Resume 4 _ _s 1.0 s _Kis s<d4. s . <« ]lik, Redumeg .« x©¢ sl
St s T ] s |

v ~ v
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w

A

X X

v S 4L s

- ¢ X
S {1 x X4 ] s

The computer will be shut down in 39 seconds. Save changes in open documents and applications please.

TR S T N

ESET SMART SECURITY 5
Computer scan

/% Home

Q Computer scan
@ Update

Scan paused

@ ESET Sman Secw == |

Computer scan

D: ki
4

Running scans
- Paused - 85%
@ Running - 0%

Stop |

TargetCAl ool
# Setup Number of threats: 0
| Resume | |
K Tools
@ i i o
Show scan

with log in
Enable shutdown after scan ()

anew window (@)

Number of infiltrations: O petko-PC\petko Move to backgreund (D)
Number of infiltrations: 0 petko-PC\petko Bring to foreground ()

Bring té foregraundj 41, * s - <L S

s . X X 9

L X N

A >

To shut down the computer immediately, dick Shut down.
To cancel the shutdown, dick Cancel.

S K
.

1% L X 8croll scénldogs. ¥
X 4 I_le)x]:sxv

>

T84 1 - 1.1 Ehableishutdewn after scan

colEXod A

v o>w

x 16"0_1 x

SR XL o xx

Didad | xxqax o

S LI N NP

s {1

Yo L 1,

R O L S TURI

.(Scheduler) = _ ¢

1”X:”S

~

¢

X

ss_ 15.x 0

1

S

> A

J4 s

L1

S X
>

w
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T41*s ¢ i . . XS
S.wq{. s x <. oA
”-I . s 7 J X S
Advanced setup (esf
-8 Computer Exdlusions
1) Antivirus and antispyware -
[~ Real-time file system protection i et
Document protection C:\Recovery\®.®
On-demand computer scan Fi\f714c092c725692feb44acd 2b7d6 77181 =
Startup scan F:\IDR dr.exe
- Exdusions
Removable media
- @ HIPS
(&l- T8 Netwark
-8 Web and email
(- [ Parental control
[#-(& Update
(-3 Tools
[ User interface
I Add... ” Edit... H Remave ‘
[ o J[ el | [ pefoit |
Sede s v A Ts D xiPFd{Path X~ b 4. X
sy Swd . s s Y oL, 1T S o x P Tk % fTHreat . T 4 x o X
.« ss9 4”85, 4% 7 1”7 x 1 ¢ s 7 ] x {1 1s4¢ Ly x -|=\JV,,X,,X'|A\ L o
b X4 s
S, is  Txx 4L Tox o TX L oxx s x4 x Dox o, 41y Pl A
(Exclude from detection - ~ 1 * Shbw advanced options ¢ ) -/ " - S X« X 4«
Ix 1 4*xs ] ,1 4714 =

Restore and exclude from -* s . { 1 * x . x 4 {etup * Quarantine)- ~ ¢ ~
Joboxex s detections X
Axs 40 0 X x &ARdY L

P e X AT W XeBdiHE | .

117 4 ixs 46 Remo e
S « 4 . XX L XL L
Add .  xs 1. 1%
. X Doxw L 12 o x e o] XX
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L T, B S I I IR [ PR E e R R I AT SN
X « y x|
L S L% S X X s X S { LSy S 1sy4s {4 X440 TS e R KT X0 L X

Socx tox o e KX pdoe) fse o x x4 e e e T X

.(Ds‘_ \)x=lx|_‘_,,s x . X 1] ox 1% x "s J XX 5 P XL X x|
S . XS S « X X s X
A TS A X x Dos Dw 4L D XA Dl? ? ?7%?0 exdeld, x 1 x « s

ThreatSense  x " _* + 4. #4,1, 1. 6! ¥ s

~

DA XA .y v ds xS Xsldowx L x " ] % 4« 4 x o {vyThieatSerdse s L 11 _ s

L ~W_I\'|-|ss,_x.|\s cx 1 s Lo SXTX s xS 1L
sv\:sx ,'_()1va;gjx:’x:-|x,,v”-|yil]:xx‘v{ZH’HSI)QXX1’-]~ s Lo XX oL
17 . ¢ x X L Dx ©ox o, '|Z_VJ ~S_ IS 0T L% L XA Y issqs -|x.|,,AIWJs~ RS

1 _ x4« L ThreatSenses ‘1 4 ¥ x{ xx."{]¥yis . x A Ce X ox 4 s

.Rootkits 41 ., , x *

Lov Ao e 11 YThreatSense: _ X 1 . e _ S, X . s Iy s
S «w q -
RV IR T S B S e x ox o ox oy
X "X .|X|_-|Y ﬂx 1.|~ ‘_IX X
X ] x X " X 1'[-|x“.|" X
T X L ] L JSétupl—' w X o .Xv S . s Xy )SJ S S,L" AX . ~: Ss ., 1 ys = x L '| L ) »
F17x s 11X s {4 *)KThreatSénse: 1 4 4y x oo x 7 14 0 s px bx oy
1w 01 x> L ThreatSense ™™, X $¥x_,1x¢ Il ST XD oo 0 x| S
+ 4« X s s 7y s s { L x 1 x
P * 1~ L * . - ¢ X s
J’A\,S L, S : x EoA X “ 1
Lox | L * s " y's
” L S 1Y * L s 7y s

1 s Ax o v 44 x4 o x L x| xThreatSense X | ko X1 % s X x
runtme) s « .. s T ¢ 4 ¢, < xRy sEFled o1 s s 4d X
stes L v AFS o dd 1 0, 5~ T % packersy s Lox | x
Pl A T e (xlse x4 o x4 x P b ) 2 o x e  {
1. v + 1o x1 x sTheatSensé * X "4 s ~wid-> o _ +v4-1_~ s

X 1 e q .
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P41 #1161
Px L 4T A XL X o, 4 e e X Objeets - H P HGRS X @3 4 L

L. Su ., ss  Tx. 4% . 4 Operatingsmemoty -X S x| s 4T X 4 ] 4G X
R X s

~

X oo r x4 P X 1-BodtSectors~ L X T *x T dw X% 1<
. Master Boot Record) * 4 _ ~ ~» s ( x 7] +«s

Xoo bgxp xdas X X x Y1 4] s Fd X s 1 YFles1 4~ XX s« 1.

@AxJ1x 47 x7 1
Loy x| cx o bxes oy 4 0 4 FEmail filebl x4 x T 4
A farar ,.zip,rar) r 47 x4 4, ¥R s« -Archivess-4 e { " X L] 4 o

XA ] s 1% <> -BSelfxexttacting-aichives - + « -~ x &« ¢+ {1 .~ x s 47
.exe - x4 T T 0 S R T S % 2

~ T v v

Pl oW MY T x4 ) sy xs X - rlintimeipackers - s . .08 T ¢ 4 0

.1(*FG& ,ASPack ,yoda ,UPX) + 441~V 71 ¢+ 44 1T, ], «

x4 x4, 1« 1.6. 2

e s o<Aq. X x o oxq  Qptiohs]-_ s x f x5, L, X1 Lox ]
Lox "y B ¢ DX XIsx o, idxl {]x P4 X LedsY

Loa(tmy PS4 Coe 1 4% st ¥ i dwHdeutisfies- @ x « 41 1. x4
Floxoo Zv1-|“ s . 44 s L s~l'| 4" x ¢ S T ]IXXIT O QIXX I Y oL L
(L X A xexes Dy 4l X T qTsx e xq, X xos TH ] L X s
Tix 41 x7144 1 4.xvAdvanCed heiristics~ * X _ 7 x < {1 %~ ¥4 4.
s.S X Xy s X Lx " [ lx X x X ESETA KL w4, x| X
-|ZxAv~v .o XA s s x Xy s”:JxvaIs“ZLW’ Z-|xx“|_.|.|-|yvs-|,,2x.|.|.|><‘ ”’
F 11 x -~ -Patentialy unwadted application- - 4 ¢« 4~ " 1 x  + 44 x ..
Tox X * 1 s 1. x4 pdd 7 xS s xdsddx 4 xS ], ] s
s s ,_’:-|J’mA:vxvs.”F“s:s,_,_\ ~v:~vs :vjvs :4_L,=|,j~,,xl S |
FAd e xl L x A4 g Xxs s 4% 4 X)) s e &L wsg "D 4] A
e os A e X e X e KL e ALY S s XS L s X
1T X P e T X s sk ] sx e xo o x DX

~
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FdT X1 e

S I P TR 11 FAs by 4T R A e AT X
. L N I RS I R B (N DU & b B T IS S IS B IO
LT a4 Lo TX70 o« X, X fs T xgsxd § o
XX s 4. ESETTL S XT oy . Ts A4 xisT iClodd. . T XY "
1*x4471.1.6.3
4 X473 T 4k s 1x <47 N Sxy s TS
A x 1 x« 7 ox X x-NOGleaming + 1 XV "'s
X 4 x . -|~"V)Z><~v\5-|‘-| .o SA,,:S = x L]
LXY s XX R T N UL T S B S
SA YL T s )y x 4% s Hx0 o oy . ¢ x « Defaull Level x - Cx T
X s Iy dss px X s 4] s Tx o 47 . Y44 o~ o« s "]
S o~ sTlx s XX XY X g X T X Xf s x s X q{Xx,
SR 2,,|yxvs sLxA>><
Lt _US oL, o xox X, ns L XStrick Gléaning™ x L 1S
X 11 ] s L Y ox X - LS 7S] xSl sA=¢xJ|_ X XX, X x|
L I T Poxeipsdr ) v cp XX o Tx v B DXsxfe 4 ] T
xy " c1 . vxs 4 *Qefaultledeki s 1 ¥) v A4 AT Xt ]
. oo~ r L XY s e o T X {Qirict detning)- 4 M1« X0 0X
b1 15 q XS
x 441.1.6.14
S XL XTw 8 = ] x X Yy X vs_l Xaw VS L0 -|xlhy\ XXl 1, sx s X X .S E
~ 1~ L Fl X oS 1 ¥ FhreatSense ~11_ ! Yrsdi. 14 1. 78t x.7_ S ., X . .S

Extensions
Scan all files
Files with the extensions listed below will be scanned for threats.
Extension:
XCF Add ] | Remove |

= -
ARJ 3
AP

BAT

Bz2

CcAB

[ole

cLa

CLASS

Ay

Scan extensionless files Default

(& J[ concd ][ pefout |




(es[:}3

nlylaho p¥ p'éJk

1 -0 5 oA Jeesend ) Ao ods )0 T AT s 0 A P pi et ] kA

Scanall - + 1+ *«s 0 J5 Xlow  exs, s S AN quieks, T 0 e o x 48 o
oo x0T s b4 X os Dx x4 filds oo D X v
Scan extensionless files- - x . <« X L, XXX 0 o« o o 4w 0w s
Scanall Files = x . _ +~ .~ _+« 1 Donot ScanlExtensionless files + x .  «
.”vav
s T lx s CT X [ A Lo Pl y x Coed o Fov F
x x4 s Lo ls T 0w RS d e s xx 8%, 8 4{syd X |x%

.MS Exchange Server-* + 4 _ _ ¢ _ tmp emly.edb

F.oord X< L. s« 1. Remowe' , . Add -~ xS AL T4 x4 X

o1 x R I

e X s 4. xsAdds {sAsTT 4K EEEEE R
X X-I S

Foox X SOx 1 D A e, ST XS P TIql p 4 T x sy

Tx A T R R L

x Txq4x kX xp s xs 4, s 4 s x o, T DX Xx D] ]
X”'iy\"

s A - Tx TR ox x> s 37 Ly x|

~ % Default ! 1 v o Lo L1 T P X" s

x L 4*49.1.6.5
” S, + X d s 1c 4.« Llox oy Himitss L XS XYy s . X L 0s
X o | X X . S L s {17!

~ °

S.vd - 0 1< L 1L -Maximunfobjectgizes 44 « 4 ¥YXx o LI xy

1. e ox 7 s hxs o hbxgs X T i os 40 X, A
Fdo Lo A ox A x s s x T T ARG T xS, s X T
S B T B T T s s T T L e e 2V A TS S N
.Unlimited

Maximum scan time for object (sec. ) *(* 1) _ > *x « ‘o Ho s~ T €

o X o x4 g x B s X o ) YRk S T4 s e 4
L O o N R (R N [P I T S N T R N N O I
.Unlimitied s ¢ Y s « 1
L. »S~d-_414ws_s 1.  sArchive nestihgvlevel - =~ x { | .~ « 1. % N
s 14, L oL Y L e X4 I s N 1se 4 T oxxe ™,
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S T T R R S LLY X s o xxo g™ 47 s X {1 XXS
~ q
O x s L L xMaximuwm sizelof filein archive - 7 X 4 1 » « X« 4 X o x4v
s A X A s x0T L T pRSXOC Ll yxs] Iss X
<o o1 s TX9 s e XY Ex Yy X s x4 X kx0T xS
.Unlimited s ¢ * vy s:!'Jg 0 -~ 4, % Ly s
A1 P 1x 4 s X4 4 T ] b« Sea S S s X
x "k, 1.1.6.6
Other x "X 1 * X . X5 X 4 X s e
Ll oS e L 47 T xx 4s x €8x (lpg all objects + <k 4 v X s L] . FoXo
XA e s X ol x DX I RN AESE L w s o KGN D e R Y s
Tx Al ] e T B B T BN .
s 11T s A4S A1 o] 1T oxs. 4 . S%{ .Hpablé&Smart-optimization
s . 1 JsSXsix X, yisx {sX¥ y s s L - 14 1% s -|IZJI|_X Lo X 9
x Mxo s o q . x 14 X x4 Ix s KTYT osxXxd% o FXa.dqSs
S L. X S ] x x S « X" X « X .41 ¥ x s T 4« *s } 1 xs {4 ¢
x Toxo,on o Pl e xe e DT HHHESBTT 4 T S H s e X oo .
s 1 FdTox ]l X X s
x 7 X oL X S X X x ,sl y|x]s s 4I.xC,41 ¥{sis Xu+. X
S~ x o4 X4 x40 ThieatSense . 1
x { x ., Threa&tSensé-s, 1 x " | Fdast_ 4 0s f o x L Yy ssoq ., S I
X oo X s
+ S+ 11, x .-Bcan altdrpate datastreams (ADS)- + 14, x 0 1 VA4 _ 4 x.
S w1~ 14 2 Y e ) NIES 1 w85 &s o o 0 ix A Ao x pq
Axs 4 o Cs L T X R A F X AY 0 x DX
- Run background scans with low priority - s | x 7 x 4 v~
P x 7] ox cl s XL XXX L 1 x O I
X|_ .XnJX-L I"IX" XH’X§XX¥C$J"’X” :XS1
~ 1 *Preserve last access timestamp- s _ 1Yy . s 7”7 x, J.s = Cs i
FXWS WX, 108 L X XS ssX 4 ys "sxi, ] . S ¢ s . q 1 . o
(1. XY L, s X s xs Ha X7 XX s T
L. sy Xx.ois  Toxo X s - Scroll scan¥og iy L= _x7{isx "oy xx Qs XL
S «wq s = x A
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L,U\X|S ZZ,XXM\ZVXLXVZ,ix-|.'4;>)11’>s~-|"J lex“"v :J”AVL 1y s
FA 1 OVDEH - X b He T A" CHUSB) 9 9L v 4T 4T s o 1 0 4T
A(x 1 x
P4 XA X mabware) 14 T x ¢ s T x s s L, 4 T 4T ]
ol Xs g4 L X s e s KR ] X XX,
Computer scan- * _ 1 _ ‘w1 ~ESEY 8mart Security - ~ y - |

Smartscan- s _ 1 1 St 4y S
(41411 «~ - X s _ 11 s<Ad4.), s« X

Pl X sy s {0 X ws Logs

Customscan- 1 _ 4+« 0 X ses8d -« 41 s P4 X L]

114 s (Y ESET Smart Seturity 1-4x"."4 1 1 - x o  x A1 s .y

X Tx o7 L3 & | . %5 X% L 1 x G4 Ns T xx o Xiis sl |,
LoX ] XL 11,X““X":L: . . - ¢ x s ” Yy s's Lox Iox i x oS . v « X 13y x
No Actioni -~ « xDelete- «~ 1CGlean- s « 7 X { x 4 | ]+ S5 IsX « 7 x| 17X 1 x,

S -I J - NO A.Ctvlon L rrs\”~-FS‘_, 'I:.-IXX” _i ¢
N I N E R RS St R R NI

X i S LY . s « X S X
X5 € Xpxeg o b gAx b s x4 x o o s RS x 4R (X
I x o X 14X X« FXXS . X x4 S L 11 1 S X% ¥ " SS X X (S

ESET Smart Security 5

Threat found
Alert

Object:
Ci\Users\petko\AppDataiLocal\Microsoft\Windows\Tempora..\eicar[1].com
Threat:

Eicar test file

Comment:

Event cccurred on a new file created by the application: C:\Program Files
“Internet Exploreriiexplore.exe.

| Clean || Delete | | Mo action

» Hide advanced options

Show alert window
Copy to Quarantine
36 Submit for analysis

Exclude from detection
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voxos P N RN B B BTN A R NP B B YR L {0 g "o xR 42X xS

~

(oot o x Ty ) I r e T ) 4 X
A D e xs o T es Sl A 6T K AITRART B LN K 4
[ I [ RN FY oo Ao xSy b e W T T s e H P X A
cXos e e G A ST s AR AT Sl Xprd o4 S 0L x X

XA s e s b s XXy XX s x ] f

T S K L)
s ¢s (W8 BVD/CD “:x)y:l o " s 41l _* BSEHamartseécurity, + _

= .0 s X% Iox x X A L% -|~/=,,>is"v-| LU s Tl X X X Xy
L i x .. N = ] ox P oo 7 s-||v R A=_xx"2v”|_s s . X,
- R
A I s-||v 17 & s
CD/DVD/Blu-Ray 1
USB Key ¢
USB Drive
Firewire
oL 7 s-||v N 1 v L s L X
Showscan = x » _ X+ Te_~1 S A4 0 T oTs o Loxx 14 . o] ox b |
s {4 X ., s s x s e ~X1’5,L”V)ﬂopti9n35 S v, . S
sS4 s Tl is s 4.k {4 ) ScarNow 1§ ., . . x *x:

s sNew Device Detected =~ x + 1 x s o x 114 %+ Seanlater .
LY 44T T s
L " s 4| DXL, Iy o x (Ié.ySAsevt U:ﬂ> 1 x .

ESET Smart Security 5 4

0 New device detected

CD/DVD (eset-sysrescue-c (D)
= Scan now
=» 5Scan later
=3 Setup..

[ | Always use the selected option
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Removable Media Blocking Rules -, ¢ _ " s+410 _© 4 1 A
s { s . . 1 x s><_-|~|'|w~L 1, XXX (e ><~ ,_Z\> Lo "o s {4 CV X . FoX e I
Pl x TS o1 s T4 Exe 0 X
1x 1 s 14T s T X 3yl L s Rdl#sé r ¥ {Jd %1 xe 1L
Xovo o L xdi oy e T T e ISR T T s, x X
. . S yxv
ST o o s 4 o s, o d Y R XL X X dXYsy ,ss
(HIPS) 1 x » 4 « B S S < DA B .
L, S~ 1, .8sCc soxuo, . v SHAXL. L HPRSYL L, x Lx {0
1. s
1 X X n s 2SS T A xs 4 D x4 HIPS x L ¢ |
S Cx T o e 4T X b A s X ] L s s R
-s  * .Advanced setup > Computer >HIPS F5 + , s « {1 HIPS {1 k4 «x . 7147

Tx L 1s L Setlpdi ALl xE sT XX s L 4 4 (AXXIXYHEIPS ¥ . x

S.UX T Lt s A HIPS X, Loys XS sk ]
Dx 7 ] x 1 GQelfdefénse system) 4 _ . s ” v sESETIsmart security- A
XvoLx ol g A Dy e I A e st S L s el 1 Xy

X Ll x e XIS g XX H 4% 1oL L« HIPS STl A ool 4

I T IR

DX X s L HIPS L% T X TS

Fdoe 1. 0 s e d s XETX L] {Mutomatie modé with rules
N DTy s R Pl
cxo A . v 2T = s w5 1 0 finteddttive mode, s

S _ox 1 ixeA 47410 Policy-Based mede

X © gLl gyt sx P Adixdd, . iUxxdciledrningmade x4 s

T XX o X7 o x o {714 T XX 4 RuleBditort 4w dvSx , <«
R
SCX L1 LT
X 1x x4 X _ Notify about leatning mode expitatioh in X days
ST S e d X s
14 «xs s ¢ X0 p 4T d] A4S, A IS0 T, s oxaesex ) boxe 4 s X 0 4 S
XX HIPSS T LS X4 X T Tx T ix I5S TSI Hegk X s
oes oo ox T A e v A x T T T E N R S I T [ R SR
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AX KT L THIPBTd kX xs {47 T x 1Confilgur,a (RUI_elsué
b DX« S~ XN ‘I L X “X-lv
cl X o x~ e s ALABRI AL YT e ok L Y s e s T

ESET Smart Security 5

HIPS
0 Allow this operation?

Application: C:\Windows\System32\svchost.exe

Operation: open thread

Target: C:\Windows\System32\audiodg.exe

If you allow this operation, the application will also be able to do the
following on this target: set thread information

o s Ao s A XX sl Sl s x X s Ly

[] Create rule

[ Tempaeararily remember this action for this process

| alow | | Deny |

» Hide advanced options

Create a rule valid only for this process

Create a rule valid only for operation

[AII operations mentioned above v]

|:| Create a rule valid only for target

[crwindows\system32iaudiodg. exe ~|
X0 s px o L x XX g sy "xs ss4 Ay 4 o x X s v 40l a4 o4 .
o v rdAXxAXs o ShowsGptiohs - -~ 41X~ 1~ 0L CH R T T
FAT S sk Al 4 4T x4 ox e p e s s Doy
s Te L v qsSe siyss osTox ] e x4 s o x Ts o, o q
Txp 1o x Dxe e s F L sl x4 s X

] 4L s : ,,xXA x ¢ s,_xA> -

x o1 osox o0 " 1A AAllow /'Deny)1 1B ) » X 3 L % procesd Sk X Y
X144 v A CHIBSS oxhix T x X [P dx Iy 4 x 7 o

Temporarily remember this action for this s ¢

{14 1! X« ,,x~)‘s_-|{lxq< L:AJ"YA.,)SW ,,'><~I,,3< s x " s M
A1 0 s e o b AT s DX 4 o X de s 4 4 x| C
FALX X X o] 17X X 7y sx i {7 xd i, 3] X _f 1 .. X
X1 s R Lo R *x  ROP3-HTTP - v qs x ¢

Tk Ly s Eox L K. Setup>NetworkdS " Dok x " kL, 1y s ]
Network-s {1 .. 1 s 7 | x s P x 7
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ESETSMART SECURITY 5
4 Setup » Metwork
@Hume Network
e Computer scan
® Update @ %Et;::kk:if::t:t;erzr;?af;iid\s:onnactnatwork @ ¥ el
&) Disable filtering: allow all traffic ()
# S Interactive filtering mode (1) + Enabled
) Switch to automatic filtering mode
x Toals @ Switch to automat\cf\\terinz mode with exceptions
@ v anc suppon oo e prteton i f your computenthe o @
# Advanced Personal firewall setup...
» (es[E
x " s Lol Xia paXX 7 X q S « q{ s . ., % s x " s | L
.Block all network traffic: disconnect network - * _ ~ s o & =% 7
. oSsss e ]ty os v A des o es D ox 0404
T e T O O B S T T A B T o I I SR SR
DS Sl s
Disable filtering: allow all traffic- s _ x 7 © s | 7{x " 4 s.isg ¥, ¢
x.|x,,x~,¢,\2xL,,J~>\XL_-||.A-||_,,'|:x,,><J¢F”\s :,,xN“:s L~11 s:v-| 1L
X Loxow Sl e AV KT S L K ] X e e o X s X Tpxd] XIS s D o4 ) x4 ]S x
-, Blocking * « _* ¢ _ . Loux b s T XX s Xse o X A v dle L
o~ S o _x 1 < Switeh to filtering mode
: Automatic Mode) 411 _ x 1x+~ 7~ x7” 4 X s x 44
L, JxTvoe _ 4 7 x4  -sAutbmatic filtering motle, L T
Switch to interactive filtering mode
J1Xx« s, x 0 os -Zonesetup.. I+ ¥ 4 .
: Ifteractive Mode)d * 4 1« « » 1" 4« Ly x o Tx T4 X0,
Switch to automatic * .~ x 1> = o {17 7 xlhteractivefilteringmode _ T - " _ L
Switch to automatic filtering mode with - fltering mode
A1 1 x7s 7 x 7" { Exteptions L v s X

~ 11 ¥ s | Rulesfahd Zorfes setup ~ x + 1 - Gonfigureryles and zonesé

x P . yo-
” - . X “SS.V-|X;'|t<ys~‘_s
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+ _  *-Chahge the pretection mode of your computer in the network...
- » X s "y s X B 1 X

1 PAxX s Dox oy s 4y " sAdvanced Personal firewall setup...

S

“x "y 44201
. : x 1 L = oxo" 1% s

x s 1 s DL A X { xwoxss. Autorhatic modé -+

. RN T
X‘t_qLLJ Ll oy s % ]l . X o v LL ~‘_S X]ﬁ-'ll)(:"vx L~ ~Xv'|
FCox A . . I . X X 4] Lol . . vsx A'|xx Tolss” o xl " sl J,,,,M >v‘_sw 1 \‘Vxx-|

S [ I

Lol yx ) pd b1 0 A ox ATy 41 xdx

with )Automatic mode - _(_ * _-1
4.y x o p 4 ox A1, x4 % s . Xexeeptions (uset-defined rules

sx e e . 0~ o A X-dAnteraetiveinfode-s 4 kT { s .
CLX DX Lt le Y4 Ass ] os ot ox 10 osh4 4L
TXiL 1 x o e X et X8 xih, xs G yix e d T ATOX LT AYT o e
S x4 s d e gesxx s e X T X e X
s, ¢ x> T el s x i H g esTx Xes D o x s x0T 0 ]
Lo ls A4 0o x 14 xe o x o, o ox o sy x o
Fd - x4 sx 114 74X X -Policy-based mode- * x 4 7 4 Ix* . g
Fd b o kA D o X, e S s e sy X T
Fd s Tes 4 by x g 4dxst X XY &lhs, pH.x>*41 <. 4. _ -~
A A es e D WX 404 0 X
o9 o x A x e s, x o {-lealiningmode x ! x A 4 ¥ C X
XX 4T e r A ed Ay s s x IV " I e D s O
Fd by x4y A 41w % 1 ESET Smiart Security Loor X
FATX D p At x s TdF s v xy KXo e ks x40 X
XX ok d s s b o x s e X X G X ET D xSy d |
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Advanced setup (esf
B Computer & | Personal firewall
- Antivirus and antispyware B Eiltering mode
B~ Real-time file system protection =
H Advanced setup Interactive mode -
Document protection The Personal firewall wil evaluate all network communication attempts based on the rules
On-demand computer scan L which have been defined for it. For communications where no rules have been defined, the
Startup scan 3 user will be asked which action should be taken,
-~ Exdusions
Web access protection
Removable media
=@ HIPS Firewall user profiles
o Advanced setup The Personal firewall behavior can be quickly altered using profiles. Custom rules can be set
—--'! Network to be applied in particular profiles.
=8 Selected profile:
-~ Rules and zones
IDS and advanced options [No profie '] [ Profies...
Application modification detection
System integration
Learning mode
Connection view
=+ Web and email
: Email dient protection
-~ Email dient integration -
[ @k |[ concd | [ pefait |
x = . -
SRS BN IS SR THNE I SR S I e N RN T NN I I BRSPS R YIE
A4 x . § X AXiP L Iy s ol
. . - .
Pl X X e kS e XXX ST RASSe e, ASe ) TSt o442, 2.
” -
XS X b A o AXXE A4 e X Fdod, xS N BN FoeoX e 1
na- % »
AU T I I TR S SR VARUNMN PP £ A% ok IV N S SRS S I
. x = -+ ey
A xS X T X, R, T AX X X XS L Rréfifes | L
Firewall profiles = ||| ]
Selected profile:
Mo profile v]
Profiles
Profile name  Automatic switching
ESET Mon-switchable
Home Default
Waork Upon authentication of the zone hg.eset.com_Dhoplp: 10
4 1 3
[ Add ][ Edit ][ Remove ]
E "ok | cancal |
. X = ”
A xS A T I I I O I
x x ” . x =, . , .
' L 174 % % © «x’1¥.Do Aot switch-adtomatically 1

=, ESET Smart Security

i
]

1
s

L
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e XX T s XY Xl L s

X

F5 > Network > Personal Firewall > Rules L

When the automatic profile becomes invalid and no other profile is

.

L

SR As.

L X A

A >

X

L1, -astivated automatically

TR [ IR

>

1

X g

X XEXCS Lo X xos " |4 4, SIfShes zané is authenticated

(Authenticated Zone)

Profile setup

Profile name:

ESET

F—

Automatic profile switching
@ Do not switch automatically

(71 When the automatic profile becomes invalid and no other profile
iz activated automatically (default profile)

(") If this zone is authenticated: | hg.eset.com_Dheplp: 10.0.2

Y X

N

| ok || cancel
s " ] x s X o] 4 sy s~;,,2~ss=x|_1<'|A1_~x
PS> x4 s xx 42 Bs
f.x% 41 A T T SR R S B
1 X 7740 4s.Lsx v SX Gl XXX, L w bl X ¥ asx, s Jixxip X
A 1 " x4 s . X
and zones
. ESET Smart Security
Advanced setup et

(-8 Computer
E1- W) Antivirus and antispyware
: Real-time file system protection
- Advanced setup
Document protection
On-demand computer scan
Startup scan
- Exdusions
Web access protection
Removable media
@ HIPS
Advanced setup
-l Network
£+ Personal firewall
:
IDS and advanced options
Application modification detection
System integration
Learning mode

Connection view

=@ web and email

Email dient protection
Email diient integration

A Rules and zones

Trusted zone

mn

Zone and rule editor

Information displayed in the rule editor
Display information about application:

A Trusted zone is a group of computers to which this computer is visible, An example of a
Trusted zone is @ home or office network.

[]Do not display dialog with Trusted zone settings when changes in the network adapter
settings are detected {e.g. change of IP address)

Rules define how the Personal firewall handles incoming and outgeing network connections.

[Dascriph'on

Rules to display:

[User and predefined rules

x o4 wyw

Z-|X1-|vxx,,x\\9<‘

~ > ~

X

”
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HS

X+ 4 c1 ]l L Zoneandrulesetup -~ ¥ 40 L I sx 4. xCos Tx 1, x s
el s T 4T D A s s n xTuxX is, T X7 s ) 4 s X f s .
1 el A Y L e d ka0 Y XD FEXxX LY ISl e s

r 1~ _ Deletee « PEdit- 4 xNew- _ ! 14, x 0 Is ¢ fax 17 si A1

e T s R A

A R R N BT A R S E G e S - I I S ! N R (NS BV S

1 _ o x«w -ss Jixgsss ], X XX de A4 x4 dxXAT L x
~ XL P .

S, 1 X« Dx 7 b X < LoX e Sy J:A”LJAX b oxr L. XX ”s1~sl¢]x ZL”xx“~~“LZ ]s
XX e o ST Tl e s T A AT AL FEd s x L B x X
L 1.0 »*1os s " s x4 Xf o TxA Sl x 1 x$C] x4
stXAs D G [T D 447 x1 ¢ F'IVX~'I'I 4 ., x s L X <

S| Fodo. X X ] L, Tux DX L Ys Z~w32<2x'|~'|v,,|_\vis,,~>\v

114 ¢, rXHdY+d$ L 4] -Didplayinformationiabout application

LOXX(s Zx-|x,,~)\s
X xwos Ay s-FullPathc @ * 4 7
L x w5 - Deseriptioh -
S X s L SNames§® o+ |
Display Rules + _ 1 _ > xY¥ x4 v 4001 o _ F
oo o0 s 414 T OnlyuSerdefinedriilest ;] - Y . s
L1 .4 X x  ZUser and pre-defined ruless
+ 10 1 s Alllrules {including system)
Fdoe ] 40243411

17,4174 Ts 0, L. x «wis 1 1L 1Rulessatupl s L 1 L |

I XY SIS b DS X DI KX WS, K §X X T
s A1 Lo lsoov X Tioe “ 047 AxIA _ Pl ¥d.xE 400

44
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Zone and rule setup

Fules | Zones

[o [O ]

Rules define how the firewall will handle network communication. Rules can allow or deny communication for particular applications,
remote computers and spedific ports, For more information about rules, dick here,

Application: C:\Program Files\Internet Exploreriexplore.exe

<

(11} | *

ok ][ Comest |

Togale detailed view of all rules Display rules used in the profile: All -
Application / Rule Trusted zone in Trusted zone out ~ Internetin Internet out
: ock incoming RPC requests ¥ Deny -
ock outgoing Web Services Discovery (W... ¥ Deny
i..Block incoming Web Services Discovery (W... 3 Deny
[#-[m-]Host Process for Windows Services = Specific = Specific = Specific
[=8[& Windows Logon User Interface Host Specific Specific Specific
[#-[n"Services and Controller app = Specific = Specific = Specific
-5 Local Security Authority Process Specific pecific Specific L
EJ--. il Logon Application Specific pecific = Specific T
[+-System = Specific = Specific 7 Ask
[#-[m"|Microsoft Malware Protection Signatu... 7 Ask « Allow 7 Ask i
File description: Windows Logon User Interface Host
Company: Microsoft Corporation
File version: 6.1,7600,16385 (win7_rtm.090713-1255)
riginal name: logonui.exe
anright: ® Microsoft Corporation. Al rights reserved,
Edit Delete (Del)
&0k ][ Cancel ]
4
FANxs 1HL2.0 3. 2
» noo- ” . ”
s oo oSy i e sk Al A x s esy xpldl 1 e 1S AT
1 Sn,XX|-J]91L 1 x ,,X=Ix:L"S:.)$,J)>Q()§(-f<]SSSLX )s
. x x . x ” . .
s X » . _ %S X ] Hx " H s «¥qsxd ] s y x|
~ 1 X . s | S
” .
x4 Tx o oxp s o I Al P
- ” X
S L X’ s X bS] Xy . -x 7 q xGenerak M. L i
R A T N
X
L ls4 oxJd s 4Xy -4 dldcal 1. _
X N X
x ol 4 e X, s s Xq 4 sl 4,0 x AReémote
], x O
Eat rule EE<
General | Local | Remote
General information about rule
Name: Allow communication for iexplore exe
Drecon
Protocol:  TCF & UDP Select protocal..
Profile: | Forevery | [ Frofies.
Additional action
[ClLog [ Notify user
General: Direction: Out  Action: Allow Protocol: TCP & UDP Profile: For ev|
Remote side: For every
Local side: Ports: For every
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L L Js

« X XSelect Prototol ., *s"*4 1. 41 4 | P XN TS X
R T B B M P S T U 2 S T XS, b oA X 4
Lo looxtxee e T A e X A e XY XD X xSt s T
b4 kS lvs 2. 4
LX S X X lLx o ARXIs] 4l JZoneSBetups . T X i 4 x
You can ereate your own groups of remote computers with specific rules set for network communication behavior,
For more information about zones, dick here.
Name Destription Address Modified
Trusted zone IP: 127.0.0,1; IPv6: 1:1; IPvé subnets fedD:: | 64
Addresses excluded from active protection (IDS)
Addresses notified about unavalabiity of TCP/UDP ports
Addresses excuded from protocol filtering IP: 10.1.2.3; Address range: 10.2.1.1-10.2.1....  2011/02/24 16e...
DNS Servers IP: 10.1.96.106; IP: 10.1.96.107; IPv: fec::f...
Local addresses IP: 10.0.2.15; IP: 127.0.0.1; TPué: 21 TPve: ...
< Il 3
4
FAL L] T U s T T e s e S XXy 1, xfs D, 1xx
- A . S , X € s « 4 s XSG K | ss . xX S L EX s Ty xel] o, X
cl At x e 1t 0 s T s X .~ Trusted zohe . _ s . x X
-|~-|\.S ~‘.S VX'| -|“|V-| L X
Fd- xS« o s XZoAES- + ALK F T x ox x4 ] X XLov ok
Name - + «  EHiEEX . .x 15y Zdne ardd rule'setupr r 4 L L 1 X
XSy s 4 1L X 1 7 _ IP-sl 1! X=xx *Descriptign-s_%sx + ¥ & < s
Add IPv4 address - IPv4 - * x . |
Lo X i 2441
{11 A L s s X & 7, 1¥XTx SS {, % C «Is , s Cox "y . Loe « X X
Xxlls oL . XD XL, X1t L Ad s g4 0 stess i
Strict .= x 7 x <1 T 1Xx . s IS % T L, sy sl oy os
(x4 _ )Adlgw sharing N T L (A H7 S ) Protection x 1
.~(*x ¢ 1 +)Zone Authentication * _ _ - _ s L Lox s o
Sl s I . X ¥s 424114 -
X sy X 0 s Zones ! Zonkenhdrulesetup-d L T 4L 1 %
L Subnet 14 ., x Add'lpvdaddréss . = -~ x 1> A4S I X o Teer 5 X o
x).Zéne Authentication -* -~ x 1 * ¥ {4 s Subnet) « x . I, 4, xs
(,{ X € 4«

46
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T~ x 0 ox A« o T« +474_ ¢ x3Ss 4§ o ,,s k] X X5s
Add addresses/ subnets of the:zédnext?d the&:tr
x4 s X o Profides ¢ XX L LAANIX s Lo x Co o x  oxx D, X § oS
« S X Lo

l Zone setup

Zone authertication

|P addresses/subnets in the zone will become valid after a successful
authentication in the network (increases security of mobile computers).

Artions performed after successful authentication

Add addresses/subnets of the zone to the Trusted zone
Automatic profile switching

§\.\l1'tch to profile with the same name automatically {a new profile will be
created)
Switch ta profile (advanced settings): Profiles...
Authertication type
Setup

) Using ESET Authertication Server 5
@) By local network configuration

X A
ESET o . X _d4~s L. _ % _x_
Ll X« o1 Betup X, o X115« 4 A

,,~S-|_1,,~)S Z,,~S '|Z>v|_ .
NETBIOS + _ Drs~:,  » = *x 1 11 + .45

=X_]|AS s DX Xy =XJ|A5 :,,~|_ ,,~>p-,-||_x>€,’,'w |.|_-1:+-|“,;il
LS : X" v s, « % oL s

w XS Y X S X X o X 4 s LoX 1A

PEM =  «x _ 4.%§*4. 1:

Encrypted Public key
.CRT Public Key Certificate

47
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Authentication using ESET Authentication Server \EI

Authentication server (name or IP address). If you want to use multiple servers (a
secondary one), use semicolon as the separator, Itis possible to spedfy an additional
path after the slash '/ (for example, server fauthentication,):

store-newfauth

If multiple servers are listed, use random order (otherwise start with the first)

Paort: B0

Public server key (a PEM file with the public key or certificate):

30818902831 8100E341353B44ABAA TS 25 CADEFD 9580 11831947294 -
C9 3EBO FE 42 30 7A FO EO F3 4E 15 20 EA C2 66 3A 2B 94 CB AB 3CBD 4B 7B 4E
BAE9 A13218F70C 739564 8F 13 1F 9F 72 BE 58 09 77 69 6A E4 C0 4F 47 1E

A9 3B 720165F3A1029E C5 AE CB 79 4C DB 59 5B 66 FA 16 52 EC ED 39 52FB
BCFC 216548 DA 448D FOBE 60 61 29 0D AC 93 47 9C C7 54 5C 94 1E AG BE

9B 21 JADEA3 5D 0203010001

[ OK ] ’ Cancel

(s X )TEST o | LT 1o x , 1y ss

oA A XY L s A S TSR H s s X« L] ix  {.s
S . x " . 1., x> ] s '|Z\>‘vvs”~ X ZZ,€§~>fS>><XigxsxeZ’Jj‘JNiX
1%« e 2x 4
R AP I S NP R R LR I SR S I T
N
Authentication by local network configuration [

Authentication will succeed if all selected conditions for the active connection are met. Both IPv4 and IPve
addresses are allowed. Multiple addresses are separated with a semicolon.

Adapter configuration to fulfil

[Pﬁpojenl‘ k mistni siti "] [ Populate with selected connection settings

General adapter settings

When the current DNS suffix is (example:

“company.com”): [ When WINS server's IP address is:

hg.eset.com
When DM5 server's IP address is: When the local IP address is:
10.1.90,106;10,1.96,107 10.0.2,15;fe80::9909:449d:ca29: 2049
When DHCP server's IP address is: When gateway's IP address is:
10.0.2.2 10.0.2.2
Metwork adapter type:
() virtual adapter (VPN, tunnel, ...) @) Physical network adapter

Wireless connection settings

[ when wireless 551D is: [] when connection profile is:

[]when connection is secured

General settings for all adapters (applicable for multiple network adapters)

[ only one connection is active [ No wireless connection is established

[ Mo ungecured wireless connection is
established

OK. | [ Cancel

48
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s S layxsC oo 42.41,29

ESET o _ ~x Jlisxi, & 0 PXKT 5] ihal x s

L
L ST R BN o A B S SCNNAE SRR IR
AL ESET o X slo,xs T4 ¢ Ix {os D, 1A
nXs X lts L, X x Ty Txy ]l S1424L s
Start >Programs > ESET > ESET Authentication Server
Zane name:
Iwnrk
Port to listen on:
ISEI
—Private key location
I Cilprivate_kevs|
Generate | Browse. ..
— Available service actions
Install | Uninstall | Service status:
Stopped
Start | Skop |
O 1) + 4,5 Lo L X {s8s 1 xCix {8l 0s 1 4 Yy s
v A e s L x s P s {0, GO ] Lo x T T Ty
XL S ] L s LT XXs 41, s T s 4 s DX x4 %
.~ S XX, ¥ xs <, 1y s X ox 6 ox {4« ] X* < L S
1 X+ {% 4 .412 .45
LX oL X X L q XX oo seSX T S 1 I P T D S RO Eo N | S L ¥
x 4741 Auwtomaticiedes 41X« _ x {x s ¥ Jss |, | S ],xx x|
Ll e o X X nxp x s Policy-based modle-4 - s s
. : S Loxox o, . s
L I S B 1 x4y interactive *xmodes- 4t # 1 « <7 X774 c¥s 4 X
FX), Ko L X . PR B e X R s Y e XX 4 e
LX T L] X UM L A S T TR T X X s X Do X XXX
Remember action (create ) (c 1 ) ~sxcx s DX . X JTF] L1 L o X 417 s8]
LX XS X DX e D Is Sfie s o sest o IX Jpoa, XX rulg Lol s
O N R T T
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ESET Smart Security 5

Inbound traffic
Trusted zone

A remote computer from a Trusted zone is attempting to communicate with
an application running on this computer. Do you wish to allow this
communication?

Application: ﬂ ESET Remote Administrator Server
Publisher: ESET, spol. s r.o.

Remote computer:  hg.eset.com (10.1.100.27)

Local port: 2223 (2223)

D Remember action (create rule)

] Temporarily remember action for the process

[ Allow [ | Deny [
« Show advanced options
SR TE IV SR S B B N I BN S URE S I e S S R O B S BN B
A x X4 T s L x Xy  Xs st b diesd ked) SY SELS SX T4l v v L

Joxop X Coxoox b Sox X x o JRemotd sidé | § T
A 0x v v Al Aes x4 x dqLbcabApdlicationd §x * 41 - x
x4s 1 80sAd,-1,x) AL 0+ 4 1-Pert Number XJ_ « -

XL 4Y ., Loxxqoomxo X <

T I B L‘IAJNL‘I S XSS L33LVJX53'|V" X 1T e g A X T X
47 x e x o DX “ = x x y

S T L T Fd x4 71X x 48,974
.oX

= x 1 4126

x Dxoo T x4 X x X { X ESET Smart Security,: 1~ s fd ] 4~ L. sx
= . 1 ToofsLagfiles > = x4 <d4+fs 4.v8-5 14, s x4 A
Log- ~ _x 1 Y " SsESHTPersonatfirewalllog- - 1 _ 41+ ESET: " xxA1
XL s . X . syl WXL S. o ]LX :~L1 . x o, 41 ] . 1. Tx Cox 4 x A { X
S X < "'s
x bxe o A8 g7 x s Do ESETAAT, ) X H 4
X, q . 1 1- Date and time of event

1
X .~ { +isName of event 1
X~ 1+« s Source. I

L x * x Target Nétwork Address

. X« - - Network Cemmunication Protocol 1
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P, L X0 x-~Rulé Applied or name df worm, if Identified 1

S LY s

% « . .
X, ~-Application Mvolved 1
B _T_ User 1
Personal firewall
Time Event Source Target P | Rulefwormn.. Application User -
1.3, 2011 10.., Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 201110, Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 201110, Detected ARPca.. 10.0.2.2 12717.22.. A
31.3. 2011 10... Detected ARPca.. 10.0.2.2 12717.22.. A
31.3. 2011 10... Detected ARPca.. 10.0.2.2 12717.22.. A
31.3. 2011 10... Detected ARPca.. 10.0.2.2 12717.22.. A
31.3. 2011 10... Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 201110, Detected ARP ca.. 100.2.2 12747.22., A,
31,3, 2011 10.., Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 2011 10.., Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 201110, Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 201110, Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 2011 10.., Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 2011 10.., Detected ARPca.. 10.0.2.2 12717.22.. A
31,3, 2011 10.., Detected ARP ca.. 10.0.2.2 12717.22.. A
31,3, 2011 10.., Detected ARP ca.. 10.0.2.2 12717.22.. A 7
Filtering Off
| Filter... | | Disable fiter |
. . . = . " » .
[ P [ N D R o A I - ] L DX X 4 q DX LY L
ULV . .
A~ .
L oo X o E$ . %34 L L [ A T
o S - > o ~ v ~ v ~ o
” -
x4 X R P R B B e SRS SEETRE I S BT S I N PR S S
FdL 1Y . v L 1. X

[ x 4, 219

X . . . * ESET Smart Security 1, _ v s L X
el A4, s A4 1. x 1. *AllsFeatures Active, 1 x [ |
rom L. s ¢ X X :X1SL L X .I!S”’.Lnl._r(\-lL X < s | X

- S Lo s 7 Yy s s Xx s 1 1%+ s
L X s e SsTX s 4T X 1 - Persdnal Firewall is Iractive: §_ 1s > .
Lo x X, s
~X wis 1« 4 <.x _ -0OnlyScan Applicatiorl Protgtals] - ~ -
L. S _.% L F1idss4s]4%%ImapxHttp,Pop3 ¥ ¥ L X « x 1 x, X
S {1 .| q L s v i, X : . = ¢ x
X1 Dx A4 Uk Persomal Firewéllss Completely Disabled 1
X O s L L e X X" e x XX g Q) T X s, X

1 * 4 | -.Postpore!'Personal Firewall Module Update Until A Computer Restart
T L B I IR RN R I VTS B 0% R S0 I ST IS A S [ S
LS ox T o 0 kA4 s 47
17 x . 1 e~ »4x13x 17
FY .4l vy sgetup 7 TTYes ] D Webrand efnail~ 47 X . 1 w0 e 0o X DX
s 7l x L .o XA LoX [
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ESET SMART SECURITY 5

@ Home

Q Computer scan
@ Update

# Setup

% Tools

o Help and support

4 Setup » Web and email

Web and email

. Web access protection (3
) Disable

Configure...

Email client protection (i)

) Disable

Configure...

Antispam protection (i)

B Disable
Configure...

User's Whitelist
User's Blacklist
User's Exceptions list

+ Enabled
+ Enabled

+ Enabled

T
Web access protection

ox Il

1

SR L

s* 1. s14. &
x4 x . A

X 1 x4 x| Dxo, by
oL x , Iy x

s .1 x X {1 x <
1~ ! 1

52

Web access protection

X qedv. s S 1 .

X

s B DX, {8 F X

'|',,1X‘.,|; Lo q

>

S

”

XS XX

’”
a

x4l 140 1.0

~ v

LX w, X HT X 4x 7yl ¢

.1””1”'1‘- : 'IY -"Y

x Email client pretéction: " ¥ s

A xS ™ ] xPROP3KImap: ~ € X s { L xWx {x ., X
(POP3, MAPI, IMAP, HTTP) " X | s 1 . x 1 4 X x1x,
ShXe Dol xese " x 1" Angi-spam protection
L x I 7 x 7 Disable~ 17 |
X . o1 rxE il o x ] siiUsdr's Whitelist1 15 x
Swd. s X" s .
e v A s ] Lo x kst Users Blaeklistl 1 - x
.pam) L X ¢ Lo x L] xS R XS 0T
oo oxis o wx 1 v xs i Usdr's Exceptiohs ligt: x
LA x Coed N L T L SN PN B & DI SRS
17 .17 4« 1443 1 "y
XM, S S L1 Csexs L ux ] T4 ) AT
XLl Y s o I xS FEX X a, X HT X 4 Ul e
R I N B A
" x ¢ s {Wepaccess protection siixs.: .« L xo o  0

.Setup > Web and email > Web access protection
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HTTP, HTTPs 4 . 3.

Web access protection - _ ~» L s _H"Y. 17" vss o XS e H L XN XX KX,
_I X

XHHTP v 40 x v x 1 x ., s 4 0] =« v X p AT x. o q s

1.1

L. SHTTPY r 111> x+« 1L X« XxESET.smart Secutity HTTPs: 1 _ X
S . " .

v L T S R L A T T
1, TeLxsSLls *  .ss D14 T I ESET smart security ~
N - S I T A I B N B S S B N S S S B
(F5) > Antivirus and antispyware>Web + , s .4 1 .0>* x&s s HERTP x « s

access protection > HTTP, HTTPs
1. o« HETPYSx” f 4. x  HFTP-s . X1 % "¢ 474«
HTTP * « 4% 0 + 801 8080 82x203 * .~ x <1 o i { . pfiss X
Pl s g 40
~ - 1 «~ 0 71 DongtuseHFTPs.protocol checking
~ . 27 ox 1 x J UseHTTPs protocal checkifg for selected ports
o oo A sy s 0 ]
X X .~ L x A1 UseHTITPS protocel cheeking for selected ports
443, 1A e A,
w o X S Tx o, Ly s X% :X)\LX :",‘XJLSA“--”’C)qi“-‘i :l’-j,.3<v
S T
Web and email > Protocol filtering >) = x _ I « o s x g9L Protécol checkirig™
(SSL
Always scan SSL Protocol ~ x _ |« X

Advanced setup
E] 1 Network | HTTPHTTPS scanner
- Personal frewal HTTP scanner setup
- Learring mode 4] Enable HTTP checking
i Connection view
-8 Web and emal Ports used by HTTP pratocol (separated by a comma):
-5 Emal dient pratection 80, 8080, 3128
i b~E Email dient integration
=1 Antispam protection HTTPS scanner setup
-] Address books HTTPS fitering mode
=] Email dients i
1 POR3, POPS | (7 Do not use HTTPS pratacol checking
L MAP, IMAPS 1 @) Use HTTPS pratocol cheding for selected ports
-- | Protocol fiitering
£l Wieb access pratection Ports used by HTTPS protocal:
&8
-~ Active mode 3
- URL address management
= [ Parental control
L Accounts
25 Roles
~[= Categories
-~ Exceptions
2§ Update <

(o [ ol |[ oot
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SR T R N 7 ok AU TR L x

>

X wdL~ THX DLxx s o.x oisf o JActivémiode - x s L oL Y
X " e aax SXowp s Y 47 b AT K s T %] s T T o
X i« ] 4L s CoXids ¥qlh s T ) o x Xl gs DX W Do "
x X X 1 . x coXxd, PO D XD, vewtd Lb, L X X L ¥ g ¥ x Xyl §x s
T I D xActlvecmcklmgmodb)11X11 s o4 o
FlX e . P g g, x :'|Li:x"i$‘=l‘«‘5|+.‘|LXS.'7|‘*“.HLL>;X> ]
e e L S e e T el e e S XIS ST L XD T 86 sx T e -
s ¢ XX s x| i L 1L XK Cd., s x Tl d oy 00 vy X . N
-, X Hassivemode) 1 * 4« X1 X T p e cdL o LxX 0 1T x s
LUX 4 s s x 7 L P x 01X 4% xS x4 4
L BT St ety =
Advanced setup (esd
Bli Network o | Active mode for Interet browsers:
i Personal firewal Internet browsers are set to fiter data in passive mode (higher compatibiity) by default.
Learming made However, particular applications can be switched to active made for mare effective fitering,
C Applications selected in the list work in active mode,
onnection view
B . Vigh and emai Active mode can be set for the following applications:
g Emaildie.nt.protection I | @C:\“rogramF\\es‘qESEI’\ESEFSmartSemrity\egui‘exe
i Enmad dient mtegr.ahnn gc:\ﬂrogram Files\Internet Explorer fexplore exe
&- : Antspem protecton @C:\Drogram Files\Windows Media Player\setup_wm exe
th.hess oosks DC:\Windows\ﬁyshemfnz\svdmstexe
Email dients
POP3, POP35 E
AP, IMAPS 7
Protocol fitering
[5+F Web acress protection
-5 HTTP, HITPS
Active mode 4
URL address management
=4 Parental control
Accounts
[l-F Rales
- Categories
Exceptions
=+ Update -
L J[ oo || et |
URL - *x © 1431%2s 17
Sowd s s XX A e HTIR S x ) 0 0 v 41 A 1. L S ¥ S
sqsdxxp: Is 4 _ . . | sExport-kAdd, Edit; Remove rrid."xiix "] s
o I A S IS S R S § R el BTSN IENE NP e S S I PRSI R S I
S« q -
Allow access only to HTTP addresses inthelist of allowed addresses - X » _  «
boxox Fod ., X xl-'||-”'|:“\SV":5V'||-'|”:A,~L,X-3(L s 4 s
x Lo _ 1 X .Lissof addrésSes exeluded from filtering * _ 4 _~0¢ = *Xx 1 w4 4 7
S v q .
List of allowed addresses - _ 1 _ ~ o - , _ ¥x® 4% 4 T xXx I | pox 7 x.
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L

S

S

x1o4 s Lispsx s1x

]

S ~ 1 1 *List df blocked addresses

Always scan SSL = x 4 A4S (HTTPs) © x 11 % x « _ 4 x X s g4 4% 4 © x x x |
X xpHotocol s |1 1 ~ -
R T U T R B-Lr S L LT LS TR NN B B S I
« s L1180y S o X XSy AT LsxxXXx, I e v 4T use Ak T
L X« 1 { ListAetive + 1 A Xoo X & s X R Xy o fr X Tsx ] X Tl x X ox ]
Notify when applying address X o o T o0 4 A .S *xol X
from the list
Advanced setup (es
=} ’i Network « | URL address management
[ Personal firewall Using URL address/mask lists you can specify which addresses will be blocked, allowed or
. Leaming mode exdluded from checking. Particular lists are grouped by type.
- = Connection view [Listofadd'masexdudedf:mﬂtahg v” Lists... ]
-4 Web and email
£ Email dient protection Allow access only to URL addresses in the list of allowed addresses
L Email dient integration Address list
[]List active Notify when applying address from the list
‘da\n.com‘
[ IMAP, IMAPS 3
(- Protocal fiitering
=8 ] P;r“enmlconwo\
é---w»!ooounts
5 Roles
- Categories
5-----Excephons Add... |v]| Edit... H Remove "H Export... ‘
B Update -
(Eo ) [(ome | [ ootk |
X . FrgmFile), X x < Add) 171 4 T x.x § oaddl./From file s . _  «
XX X, 7 s xxx:JXxs“J 1
Sox Xox D] I#Edit... » _  ~
Ll v WSX e s4 10 . 17 Rémovel L ~ ¥ Rémove/Rémlove all
.Remove all Rt x Xoxo]
Ax 1«1 2RSS oo x X x L XD, X O u D X UEXPOH...
17X, 1w e 4312 "Ys
X POP3-XIMAP "+ x I s 1L X « X 1x ., X X o, XX s "o XA, X "Yy:ss L
L x ¢ X x
b X 1L xoxqix, X x o, *x s ESET smart secufity . 1 L |
.(POP3, MAPI, IMAP, HTTP)
ThreatSense-s S T T N N (P B T | S |
FoXx o X 1% d XL dKs, 0 4T X _Ss I HT yuxlx . sXX _ {"xI1S
L x "I x X OPOPBXIMAP: - s X .
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Advanced setup (esfl
B Computer Email dlient protection
B 18 Network ThreatSense engine parameter setup:
-8 Web and email o
[SB=REmai dient protection Alerts and natifications
{ i Email dientintegration Append tag messages to received and read email:
i -1 Antispam protection chnfedEd email only ']
[ Address books
. . .
.= Email dients Append note to the subject of received and read infected email
- POP3, POP3S Append tag messages to sent email:
-£1 IMAP, IMAPS [Tunﬁ — ']

[~/ Web access protection

= Protocal fitering Append note to the subject of sent infected email

1 g E::::E contol Template added to the subject of infected email:

&

&

(-3 Tools [irus %VIRUSNAMEY:]
[ User interface

Xl " s . 4. 1 Ix ., ys
.

.Advanced setup > Web and email > Email client protection

X o~ _ . X.4x 417 s ] ThreatSense engine parameter Setup x ~ | ¥ s s
~e X s o Dx o, bys g 8etup ) T X X SE Y] v xe 1 L 4 Ys
NN LT A A N O R P S Ao R R L T P N
S T T S
q . . . S L DXL XL X S Xl Z-|x-|A,,I )st XS Aglﬂxqs: s(,_x:,,\-|v‘>< LJW :}_V-|S L =
bAoA x o e e xS T I Html s o x xoxosiox T 4
'S I x s X, 4 <L X g
.sAIxss <x\(,ﬁ ZxA'|‘I<|\|>e\,Eer<,,\|_ \L>
xs ol A4 x b bx o s X 7 Joinfécted email only ! x s o« .
L x s Dox  1xTe allisdanned email
+ 7 1 Append note to the subject of received and read/sent infected email
Axy" s € ,ow x| -|.|,,)~ ] 1 L sAlxss \~x">< sA
1, x o s 1 xs s I Témplate added toxthe subject 6f infected email
Ty x 1 Lpxdss vYoxx 17 1 s ox X s sAI,,.xs<$s|_:~'x\”XF-|-|
(X N%VIRUSNAME% sTLo U
POP3,POP3S ~ "4.. 3. 2.1
L x X s " BSET smartisécurity '~ x | S s L X G D POP3 XXX xx,, s
.~xv-|Nx Z\‘v"s {7 x , 1« L S ., v x |1 s R
X7 b Y s b Xl b s Tx L 49 o4 x . s
] . x . Ll 11 _RPOP3X 7, X X o v X" o xS Yy X o« Iy A1
Fdds X 1o xsu10te K« He DX X, " s B L L
A s X" oq 4 X 4 L ox Do s X1 4T
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. T e O T S O A SOV N TR TR

(Web and email > Protocol filtering >SSL) * ~. _ | SSL protocol checking

< ESET Smart Secury -5
Advanced setup Ger
Exdusians | POP3[POP3S filter
Web access protection POP3 scanner setup
* Removable media Enable POP3 protocol checking
@ HIPS
L Ports used by POP3 protocol
Advanced setup e —
_...I?! Metwork 110
Personal firewal
Learming mode PQP3S scanner setup
Connecho.n view H POP3S fitering mode
-8 Wieb and emal ~ T
[ Emal dient protection | DO
- Email dientintegration @ Use POP33 protocal checking for selected ports
[+ Antispam protection
LE Address hodks B Ports used by POP35 protocol:
= Emai dients 995
e TMAP, IMAPS
Protocol filtering
[+ Web access protection
~[=1 HTTP, HTTPS
URL adaress management
- Parental conral
w5 Accounts -

POP3,POP3S + {1 L x«Xx 1Xx ., s S d o Loe .

A7 x e x4 L XX x| knable:POP3.protosol checking
s e v 4. L~ _~ isPorts’used by-POP3 protocot (110)_ -
s ¢ Yy X 5 L. X
~ - 1 «~ 0 71 Dongt useP®P3S checking

~11* . x>  xT UsePOP3S protocal checkingifor selected ports

” . . x
: . x s A ”
. > ~ ~ ~‘- }—

(T 995 X I4POP3 1 ~ | _ 1:Ports used by POP3S protocol

~

IMAPS IMAP '« x| 11X« X41.%3,, 2 .°2, « %

L b4 A X IMAP L™ x )t x4 o0 o x x DX o0 IMAPY L X
A|+VS X\v L . X L X ,,\x'LxZIX-FZX"SHJxx\ZL,PQF9V3'|V?<SL~XZV
X [ . ” X . .
SO L xax{x, SR R N B I e

X | x Dhox s s " ox o Y X x

~ ~ ~ ~ ~
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LS
.o %, X
A
N

SSL Protocol -t

L 11 _ Qutlook Express

X

e owd DT S s AT x X ] 1. s 140, CC L
y s X 1. x . v L IMARP-X X 1 % X, S XX X LI X(S, L' SR 1
” S . i ” J i L, ~ 1 4 3SVVX{S"LJ ,,.AiNH 44,,\' ':XX\‘V,,HVJ”” S X L,
Xpod o X oo xs X ™o 4 1 X x x{4s . 4447 s

. A
Y oL q X Lo« x , | ys . X v ., L X ” X
. Web and email > Protocol filtering > SSL) * -~ _ checking
(= ESET Smart Security B
Advanced setup
Exclusions o IMAP/IMAPS scanner
Web access protection IMAP scanner setup
Removable media Enable IMAP checking

B. Hlpidvanoed setup Ports used by IMAP protocol:

- T Network 143

b= Personal firewall

Learning mode IMAPS scanner setup
Connection view - .
=& Web and email 3 IE’IAPS e
(- Email dient protection () Do not use IMAPS protocol checking
; Email dient integration (@ Lise IMAPS procotol checking for selected ports
: Antmr:ezr::::::n Ports used by IMAPS protocol:
Email dients 535,993
POP3, POP35
E| Protocol filtering
=~ Web access protection
#-E5 HTTR, HTTRS
i URL address management
-[fi# Parental control
. Accounts -
[ @ox ][ cence | [ pefaut
17 %40~ .o x 1 45 x31.%20..83 ¢ X
¢ X 4L s IviX 1 s! ESETVemiat security S 4 X1Ys_ o
~ ZL,,YN,,HX\V SAM./"Ixs:SS U_\SLXZJ,_ﬂV 57 v"\_]|stI~ss L 7] ox
1 s .4 4 s7ys" xl s X | xX Hagtdmait securityk -
X THA« AEX oA v v x|
Setup > Enter advanced setup... > Web and email > Email client protection > Email
client integration
. « + Qulookil x ¥ ¢ 1 X « « B DXL oL x| X ]
Mozila Thunderbird ! ~ * . I 7 WindowsiLiv& Mall 1 1 * Wihdows Maill 7 { x x
TR R S O I R I 3 S BB SR S N I

Disable checking upon

58
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h'!) ESET Smart Securit L
Advanced setup Eer
-8 Computer Email client integration
I8 network [7]1ntegrate into Microsoft Outiook
=& Web and email = ) ) ;
&5 Email dient pratection []Integrate into Outlook Express/Windows Mail
=N Email client int=gration [F]ntegrate into Windows Live Mail
E1-E= Antispam protection []Integrate into Mozila Thunderbird
E Address books Spedal setiings
| Email dients Pe e
© POPZ, POPIS Disable checking upon inbox content change

© IMAP, IMAPS
-1 Web access protection
-1 Protocol filtering
{#ii Parental control
(& Update
-3 Tools

B8 User interface

[ @oc ][ comcel ][ pefu

L' x| ST lx o 04,8708 31 4%
Outlook | ~ ~ v Qutlookl x ¥ ¢ gy x kT 7ox x0T k' ¥y tos 41y s x| ox
b > 17 WindowsiLiveMall « 1 1 . * Wihdows Mail' ¥ 1 4 x Expreds” 4 x x
Mozila Thunderbird
« 1~ L oL X X . X B \q_g\i’.”)’x)j)jigA[))(::zfoxt:x

o X . q{ X

v

Emailtoscan s « 4 ~« x ! |

L0l s o4 x 1 oL v s . § Received emails « 4 XL~

saxds 47 x 1oL vs .t S8ehtemaile s 4 X

e 4T x e s L JdRead emall s < 4 XL

Action to be performed on infected email | x™ % X 4 s
Scox o, 1A v .o xlbs Do L4 ox < -Nbactiond | x ¥ "
s lxss 1. (1_ix x""! spaleteemail: _ _ . 1!

Fd14 s S IR S HqiMeveemal! to Ddleted items folter o
_X “ -| ”

~ ~

"soos{, ] %" s 44«40 Il x fixMovesemall tofolder: x | x v L

Other - x 7 x

1, x4 xs 0 401 T x 11 | Repeatiscan afterupdate « 1 - . L~ 1
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”
L

[

e ¥,s x| ¥ Accept scan results from other modules
1.1 sy s 4 x 1 x
Cx L {1 14:3,_ 2.4
TUP4 s Y X ] KX D E X[ sy ax s xTx g F ] 14 s xyr s
*+ _ Delete s « 1 3Cean 1 x « 4 X1 il xs_Lox R T I T O D SN
x {x., o« «~LL S~ ., s T xd Btridtcleamidgx 1 _ 1
LX S Lo x| 47 x3" 43, "y s
. X “ x . X 4 % X X F oyps* CIyx, v xxXl s FoL H 714 ., 9 ~x L .
X © s 4 X Lyt s Uys | L X X I 8O0k X Ty T . K Yss
L XU SR S TS O AR e T e x xS
AL ~ v X 1 s x4«
w2 ESET Smart Securi 7 s
Advanced setup
Bl Computer Antispam protection
i Metwark Message processing
-8 Web and emai [] Add texct to email subject: [5PAM]
Email dlient protection
Email dient integration Move messages to spam folder
= [ Use the folder:
| Address books
| Email dients [ Mark spam messages as read
| POP3, POP35 Mark redassified messages as unread
- IMAF, IMARS
Web access protection Spam score logging
Protocol filtering
- Parental control (@ Do not write
{9 Update () wirite only redassified messages and messages marked as SPAM
% Tools () Write all messages
B8 User interface
Start email dient antispam protection automatically
[ ®ok ][ concel | [ pefout
X X X 1 v_|~” LAu\valx s<>S(.‘~L“X_:Ls(~J.|Ls . X S L X ¢ Low x|
PumoxLs DT E XX ISIEX L L )S L9 L xS K AP LA
- . ” "X . X . =
o . S -I | -I Lo, X . X .. 551 . XL”S-l \_SSv -|.~X,, LX .{J‘ISV XL‘IJX v Y )XX
x 1 x 1]
xALr_'\xst xAIxs -|”-|4)\v Lo s w1 « | s L * ¢ v X
L, 0 1 4ys, xbes 9 xbysox L R R T B R RN S IR B
s s Txs s g o XXX LT S0 xs LIXET 4sq L% kx4 44 4 1] . X
L X . L * ¢ PR
x| x Xox o] x A+ . v A7 x A d s px Kx
x I x s .
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L.* ¢ ,ow X DX I x s | s X 17" s 1 IAddstext te email subjeet: x | * i R
I[SPAM] ~ xs 11 _ s T .,4.,% A
11, x4x« o x¢ L oxlsx I Mowemessages td Spam folder
ST x DX IO e ixd

sg A Isq, 1 x s 44 «q L L T Usethefolder - | x's

ST s hxes o ¢ L xi b f Markspam message as'rdad x ¢ - ox .
e X bopooxe x0T« L X Mark feclassifietl messades ds"upread x ! x s
R R oo X I x s | x 7

FodoL S L

1o, Px oA ix 0 v X40383,1x!
x "« Byesian] " o _ 4 _ . ! x_1i Selftearning®Aftispamx ! 4"
A R B s "] x I P XSS L ex L XY X G, X ] © X
~L X o« L * ¢ .o X « ] s s I x

s o bxs T Xxx 4 ved A 0 . w0 e o kAT
X 7L L ~-| ZXxZL.fﬂ“-},v\»(sl,_ZZA’ivxsl_]Ayxxv-|2 FLX oL s "X s
X TXLXT s 44 s 0 4"
L .+ 1 1s ESETSmart Seturity > Add to Whitelist or Add / Blacklist
L'ox s 7] ox

LXS Lo xl ] #,.3x3, Tx21,
Loxo X "] xoLoX L X ¢ .o X ] s |
P R PO q,:’tnsgx\EAonva Y :x~h

ESET Smart Security > Reclassify selected messages as spam

Open

Erint

Reply
Reply to All

PRV

Forward

Follow Up 3
Categorize 3
Mark as Unread

(D

Find Al v

Junk E-mail »

ESET Smart Security » Reclassify selected messages as spam

Delete Reclassify selected messages as NOT spam
Moave to Folder... Add to Blacklist

Add to Whitelist

Bhkh

Message Options...

e X

Send to OneNote Rescan messages
, X X S 7 g, X g L kd s N 4 o]l T 4 XY xxx o X X% ] X

= s = X L X% LLXTE X, Y x " XS o SR 1 "§_,; xq Xls x s 9 L

~ ~
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P x D D e 4 ox o x e XS o d koo DD ps kg {0 d
STX s s 4 L
FAdoXx<~x 14,3, 4x7 4
ThreatSense-s  x " 41 4 o © <« x b AL X <X HXLT WX XY ¥y osh s
'LAX>:.§’-|,)(‘J)(.‘SS"JX: X {7 x 1 ¢ I x o N XXA s |
1 kAT ox o pdi x s XL XD s 4L, 17 4es T 1 Y X
.Protocol filtering > SSL -. YL
T o x sy 4 Lxx0 XEnable application protocol content filtering
LA X7 s LX 4
Windows Server -*xWindows Vista Service Pack 1, Windows 7 s . s X i, s L 1s
cLos X e Xs T o X S X T WP S L T s T x " {2008 x 1
oA
XPOP3 1L x «x 1x x X 1 .47 s -PORIHTTP + A H. x & . s
HTTP
x X 1.4 1 X Pt x b g X X T Ry x
S L o~ DX 7] ox
. ¢ s Lol Lo Lox 4 x,,"~J>x\ZVJx " >I 1 _si\x.|"‘v.|xv.|v,,sA~2 X 4 .
147, s A X s'vox L Xy IHTTRXPAQP3 X )X x « x4 X * e
XL 7 40 73x 4%
Lo v »SX A tes XD g DX, T T D T XD o xs T L, X
1x s " ] x . T I v g X1 st",,J~x . Xs Z~x \ZXN Skl L >
XX T o YT
s A1 s 4 X Adl A~ x s fTxex 4 xx ] % | L X ok A
A7 T X
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<
. ESET Smart Security

Advanced setup

1

-8 Network
+ Personal firewall
Learning mode
Connection view
&8 Web and email
£/ Email dient protection
: Email dient integration
Antispam protection
Address books
Email clients
POP3, POP35
IMAP, IMAPS
Protocol filtering
Excluded applications
Excluded IP addresses
EEN
=] Web access protection
= HTTR, HTTPS
Active mode
URL address management
£ Parentsl control
Accounts
(- Roles

po Applications exduded from protocol filtering
Selected applications will be exduded from protocol filtering (HTTP, POP3):

%) C:\Program Files\ESETESET Smart Security'egui.exe
272 \Program Files\ESET\ESET Smart Securityelan.exe
?C:\Drogram Files\Internet Explorer Yexplore. exe

=72 \Program Files\Windows Defender MpCmdRun.exe
@ C:\Program Files\Windows Media Player\setup_wm.exe
[EEle: \Windows WMicrosoft.NET\Frameworklv 2,0, 50727\ mscorsvw .exe
[ e \Windows\System32\LogonULexe

e \Windows\System32)sass.exe

D C:\Windows\System32\yrundll32.exe

e \Windows\System32\services. exe

572 \Windows\System32\svchost.exe

e \Windows'\System32\Wat\WatAdminSve.exe

572 \Windows\System 32\wermar.exe

. C:\Windows\System32\winlogon.exe

mn

[ ok [ concel | [ peait

. 1 "HTTR/ROP3

= s ZxLL~”s

A RS x

X X x . |s

i x

’”

1

’”

4 X3 x4 12
POXX G4 L
Sa xS

Lox T x X

X X X

rr

Z,X>j>§

X 4

L L Js ”

A ~

A st s, s

e
. ESET Smart Security

Advanced setup

-8 Network
Personal firewall
Learning mode
Connection view
Web and email
Email dient protection
2 Email dient integration
Antispam protection
Address books
Email clients
POP3, POP35
- IMAR, IMAPS
Protocol filtering
Exduded applications

SSL
=] Web access protection

B HTTR, HTTPS

| Active mode

URL address management

[l Parental control
Accounts
= Roles

.| Addresses excuded from protocol fitering
Selected IP addresses wil be exduded from protocal filtering (HTTP, POP:

-10,2,1,10
Subnet: 192,168, 1.0 / 255.255.255.0

[

Add Pvdaddress | = | | Remove |
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r {EBET-smait seecurity ~ x I >

B ::xxslxxCWZ . L xjvx-|l~x>< T

X X

I X v Hipvd s XXXk g 10 ] xxxsq

1

]

”



(es[:}3

nlylaho p¥ p'éJk

: . Lol . x .~ L T1-:Always scan SSE protocel | |, « *  » x ]
s 1 I T S T T coxxbx D i XK, XSS X W XX W XX
=" . :4,,J(~L“A:SSA|XS L’.",.4x,’_'|_s§x§ g oL X S x~,, s | x
XS o a4y o 0 s s T e o S X o x i xx Dox
=”va :,,XN“ZS ox,,A>< Al1vsx
L.+ _ .S -t~ 1 Ask about hdn-visited sites (exclusions can be set)
SSL 4~ i v L. s e e S S e )X XA X e T A
S A _ -5 Xxoe 44
SSL - - x  « ¢ w,.. ¥+ 1 DPanet scan SSL protocol
cx bx oos 04 LT *Apply*credted exceptions based on certificates
AlwaysscanSSL s ~ {1 1> >* .~ XSSL L XXX 1 Xws X s {ix " Luxsp 7
.protocol
_ * 1 Block encrypted communication utilizing the obsolete protocol SSL v2
S(T 1 X« W41 xixssL w X3 x4 x., L s s
cx bl 3.4, 3.1
Spol )ESET « _ _ ~»x _ s “J x XGGL | xx s {1x, | s’ {1 X
Add the root certificate * x » _ As! “ol (V¥ P _A4.xx 0 T x I xgRO -1 40
Shxe n e T L x e ] X ] xRix xsOy torkrtowd Browsers
sl oYX ”

. r 1 _Firefox-xOpera T * ¥ I ~hd .~ ESET v+ 1 7_,~Ix Isy
" Explorer T)x ¥ 1 _x 1 x. T X . X(system cértification stote} s . sl s s
0 41 xtx  TTxd* g XS "4 47 b

L
View Certificate >

Det ail s >

Trusted Root Certification Authorities (Verisign) - x _ A 27

L DA sATX v sl X, (o sX
Zx,,=.><x'|J.|v S X X S I N s 7 v ] x ¢ stA: x 1 s L X
- ) - % _ Askabout certificate validity * 1 1 « TRGA-X+ « x o x  x 1y
X oA X DT X7 X P o souoxy 1 AR L L L
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ESET Smart Security 5

Encrypted SSL communication
Untrusted certificate

An application running on this computer is attempting to communicate
over encrypted S5L channel. If you want to check the encrypted channel
content, mark the certificate as trusted.

Do you consider the remote computer's certificate trusted?

Application: ﬁ Internet Explorer
Certificate: www.sk-nic.sk
| ves | | Bvesaways| | Ne |
[ @E}tclude [
. 11 % 11 A L Lo X {1 0L X% s | x . X . s

~ ~ ~ v ~ v

.Block communication that uses the certificate

FX TS T x s T 4 e s 10 x 03 bx s o paxq s 4L s

Fd s xs 40 46%

17, esA oA 0, .x L Pd-tssed2d® vl dbydrrs,
,,AX" _Inxx |-'I| L'I l__i’k‘l‘l ?;X\H$J$k'§xs~x(,"ﬂ~x :XLXYSX
FLXxs 4D X x4 Y X I F

x € s 4o xows 4144 T ¢ . i Disableparental contiolt * . T 47
L T B S N S
1 - A X S L I Z,,,I¢yAx><Z S ] X paS L:s,,ZAm,,Iyss L

Ao Y. v 4 U ot oxd Ly $4 X Disable parental control

S Lo« X Xy sAdministrator X L 1 X Al Xs "X

ST Y e A e X e x> e 44 A

v ke xoo X x 1ox Advanceed setup >sParéntal controll >’ Account > Add
X o~os 7 4 Tox Xs 1T XX Emables v, o~ 8S XTI . X o b
x0T e d s s L s 4 _ . TXx _Ix s¢ Zetup_ 1oL 4 _ -

~ v ~ ~ ~ ~
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v 4 Sy ¥« 4s " ixList of aldwed catégories ef web pages
s q . DX L s { s 4 =i q . { x v: S X, iXXYeq «. XLXAA ,, 8% Jxﬂvs]
S O A B A T . R P

Fd. 0 x s v 4. k48" Ly 2« L JBlocked and allowed web pages
Add . Remove s 44 L kALl X s s ML D X E X
v by (o 4Y X A4y e ¥ v x T Quickwselection 1 1 X

-1~ : L r -1 s x sCopy v X9 ¥PFT x4

~ v ~ v

s 4. x Y 9« L. S H xA - N”L":NX 1 -|va-|-|xvav beAdLxi s Lo s s . s x

S I 2 N N :

::X-lX,,~>‘_ -|:~ Lol X ]

Do oA hkMs x4 p 4.~ X L ]si Setexceptionfor web pagé... L - _ .~
X% e 14 Bloeks ~ $ A4S s T x X CURL s k1S :

{ s s ¢ D SR LL Bs x4 plfwsx $od, SSKXHTS 0o L

* X &S s , |l y ss
XX TEL . REE YL TX 4T x

¢

5 L . ¥ Showlog _ 1~ x 4 X
+ 44X v 47" x4 .14« 4 Fiter | s _4_ .

s" ] is 4 x5 |

R T x 144 xs X, D Y A e X KX s X x
o L T T T S L | U DO s S L R RS N N (R S S SR A BCRN
S, ox1s 4XA4 )., Tx ] 114
x X s o ox .o b cex ]l 4T dx s s T Ypdagey o L b T s v+ R L
el x oA xes D 4 DT 0 Y T Ty o 1 e s T X1 8T ] X
4TI x s
Txopb o ox ox X L BSBT 4 ko d - 44 304 s x ] {p xS
X, 1. s
S 7 4 - Update Virus Signature Database- {1 " ! {1 =~ x> “x ] 1 s xX | {17:.s
147 x10bg Folloxoo {7 s\l’s”]s:”sys=x=]:| Axx I|_x.{\vx,,><.|xxs'|
P ws 0 Jis)xl,g tosesX 0 0 Tx | 4L ps Al d XX TR XAl
ESET  _ ¢4 s “x 10 s 4y X< x Tx ]l s
S

.ESET Smart Security + _ 1 1 ~ESETlI-» v+ 40 X« _  ~ _ 4 8s,x s o
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ESET SMART SECURITY 5

e Computer scan
® Update @
# Setup

x Tools
o Help and support

Update
@ Home . . .
Virus signature database is up to date

Update virus signature database G

Update is not necessary - the virus signature database is up to date.

Last successful update: 20,6, 2011 11:44:45
Virus signature database version: 6222 (20110620)

Product activation
Product not activated, Product activation...

Installed version of ESET Smart Security: 5.0.86.0
Available version of ESET Smart Security: Check

-Ib(.!‘x-l SI”XSL LoLoxm =

@ Home

e Computer scan
@ Update

# Setup

x Tools

o Help and support

° ~ 1]
RHEE X i 5
e
ESET SMART SECURITY S

s 7 ¥illllast SuccedsfukUpdate

P, oX

_S”X -l"

”

N s ) Checki 1 ¢ Trid s

v) Abort™ L 1

Update

Update

Virus signature database update

S

v

”

ESET

FoAl, W 4 xS

= x ]
G sxxs ss 1] gxsxsi] Lo 11
X1

i

0%
Update progress: 4KB/OKE
File name: updatever
Remaining time (sec):

[ Abot |

(esk

11~ 13* yUpdate -s

CHxes L]

.Virus Signature Database Is Up To Date s
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FdL X dxs D Y S T AR D s 4 X L AS asax ] sD Tl o xs © 0 sy
X o« XS X T Nxs s P s Flows X

Fd T x o w0 S x " x4 4 Vikus Signaturé Patabasells Qut Of Date s | x s

DX 1~ 7 Cs v q{s x ¢ STux{ ¥l s Llixx, 41Xy sss "Xy "sgsx [s¥X {% s| X
x Tox op” .l . X X ] cx o, 1 y's X .
1 1L . X _— Fd7ox ]l Coxxloxoe o soo o xlbuxX_ss :sx Il lxxsss
s " . s s = x ]| x {1 X« . | X " ¢ x s _— .
(The username and password have been incorrectly entered in update setup)
F 17 x s s  boxoxo

T~ xSetup MR F M 4 U S5s s Iss T x|
O O L CURLEINTAR | = Yoy A OF SIS N
Advanced Setup Tree

Enter Advanced Setup « . 7 |
Setup > Update From The o/ 1

(Virus signature database update failed) s . _ 1”7 + 4 x4 xs = 4 1]
Doas X X i RWAOS ] T X X X T o DX,y s o s
X T o T T L X s A L A eSS LA ) T
T AR T T A A A B B TR R | el BRSNS S PO N T BB T

A7 17
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